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AFIT/ICW/ENV/12-J02 

Abstract 

 

America’s one-time technological advantage is gone; much of its intellectual property 

secrets have been stolen.  For sometime, our adversaries have been attacking the 

Department of Defense’s (DoD) networks to obtain any sensitive information.   Recently, 

attackers have expanded their attacking efforts, to include the Defense Industrial Base 

(DIB), due to DoD’s increased network defenses.  This research will answer the core 

issue of how to secure sensitive information within the DIB and determine if a 

Cybersecurity Maturity Model can be utilized to assess the level of security the DIB 

provides to sensitive unclassified DoD information.     

An initial Literature Review was conducted and the findings were used to develop a 

maturity model that may be used to enhance cybersecurity within the DIB.  Next, a 

Delphi study was conducted to evaluate the proposed Cybersecurity Maturity Model 

methodology using four criteria: comprehensiveness, accuracy, completeness, and 

usefulness. The Delphi committee consisted of representatives from both the DoD and 

private sector; with each member’s experience characterized as computer network attack, 

computer network exploitation or computer network defense. 

The findings of the Delphi committee support that a Cybersecurity Maturity 

Model can be developed successfully to better focus the DIB’s efforts and 

demonstrate an organizations cyber security capability.   
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I. Introduction  

 

“What we have witnessed over the past five to six years has been nothing short of a 

historically unprecedented transfer of wealth — closely guarded national secrets 

(including from classified government networks), source code, bug databases, email 

archives, negotiation plans and exploration details for new oil and gas field auctions, 

document stores, legal contracts, SCADA configurations, design schematics and 

much more has “fallen off the truck” of numerous, mostly Western companies and 

disappeared in the ever-growing electronic archives of dogged adversaries.” 

—Revealed: Operation Shady RAT, White Paper, Dmitri Alperovitch (2011) 

1.1 Introduction 

“America’s one-time technological advantage is gone; much of its intellectual 

property secrets have been stolen.  Global cyber crime is now more profitable than 

the drug trade.”  These two statements summarize what the speakers at the Air Force 

Association cyber-conference held in March 2012 reported (Ewing 2012).  For 

sometime, it has been quite clear that our adversaries have been attacking the 

Department of Defense’s (DoD) networks to obtain any and all sensitive information 

they could.    

In recent years as the DoD has increased its network defenses a shift has occurred.  

The attackers, although still attacking the DoD, have expanded their attacking efforts to 

include the Defense Industrial Base (DIB) and even beyond to mainstream American 

companies, those companies not currently associated with the DoD.  Attackers have also 

become more focused.  In fact, Richard Bejtlich, chief security officer for the info-
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security firm Mandiant, said during the 2012 Air Force Association cyber-conference 

“many attackers don’t even bother with the wholesale vacuuming of information that 

used to characterize cyber-snooping.  Now hackers go after very specific pieces of 

information.”  The DoD and DIB needs to leverage any and all measures it can to secure 

their sensitive information.  Especially in the research and development (R&D) realm as 

new innovations are created, they need to be protected.  This research paper will answer 

the core issue of how to secure sensitive information within the DIB and determine if a 

Cybersecurity Maturity Model can be utilized to assess the level of security the DIB 

provides to sensitive unclassified DoD information.     

1.2 Definitions of Key Terms 

A Cleared Defense Contractor is defined as a company or other designated 

entity in private industry or at a college/university that has access to U.S. classified 

information and participates in the National Industrial Security Program (NISP); the 

entity must have a legitimate U.S. Government or foreign government requirement 

for such access (DoD 2011, NISP Fact Sheet).  

Cyberspace is the interdependent network of information technology (IT) 

infrastructures, and includes the Internet, telecommunications networks, computer 

systems, and embedded processors and controllers in critical industries.  This definition 

appears in the Cyberspace Policy Review (Obama 2009) however, the document 

attributes that the definition originates in the classified National Security Presidential 

Directive 54/Homeland Security Presidential Directive 23 issued by President George W. 

Bush in January 2008. 
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Defense Industrial Base (DIB) is defined as “The Department of Defense, 

government, and private sector worldwide industrial complex with capabilities to perform 

research and development, design, produce, and maintain military weapon systems, 

subsystems, components, or parts to meet military requirements” (JP-1-02, 106). 

Economic espionage occurs when an actor, knowing or intending that his or her 

actions will benefit any foreign government, instrumentality or agent, knowingly: (1) 

steals, or without authorization appropriates, carries away, conceals, or obtains by 

deception or fraud a trade secret; (2) copies, duplicates, reproduces, destroys, uploads, 

downloads, or transmits that trade secret without authorization; or (3) receives a trade 

secret knowing that the trade secret had been stolen, appropriated, obtained or converted 

without authorization (18 USC § 1831 January 2012). 

Industrial espionage or theft of trade secrets, occurs when an actor, intending or 

knowing that his or her offense will injure the owner of a trade secret of a product 

produced for or placed in interstate or foreign commerce, acts with the intent to convert 

that trade secret to the economic benefit of anyone other than the owner by: (1) stealing, 

or without authorization appropriating, carrying away, concealing, or obtaining by 

deception or fraud information related to that secret; (2) copying, duplicating, 

reproducing, destroying, uploading, downloading, or otherwise transmitting that 

information without authorization; or (3) receiving that information knowing that that 

information had been stolen, appropriated, obtained or converted without authorization 

(18 USC § 1832 January 2012).      
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Intellectual Property is an intangible property, such as an idea or an invention; 

creations of a person’s intellect.  “Just as the U.S. law grants ownership rights over 

material possessions, such as a home or a bicycle, it similarly grants individuals legal 

rights over intangible property, such as an idea or an invention.  When a person creates 

something that is novel and unique, the law recognizes its value and grants the creator the 

respect and integrity of ownership for this intellectual property.  Intellectual property’s 

diversity is reflected in four distinct areas of law that protect it: copyrights, trademarks, 

trade secrets, and patents.” (Department of Justice 2004) 

Sensitive is defined as “information or technology (a) that has been classified or 

controlled by a US Government organization or restricted in a proprietary manner by a 

US corporation or other institution, or (b) that has or may reasonably be expected to have 

military, intelligence, or other uses with implications for US national security, or (c) that 

may enhance the economic competitiveness of US firms in global markets” (Office of 

National Counterintelligence Executive 2011).           

1.3 Issue: How to secure the DIB to stem Cyberspace losses  

Dmitri Alperovitch, the vice president of threat research for McAfee, released a 

report in 2011 entitled Operation Shady Rat in which he stated, “I am convinced that 

every company in every conceivable industry with significant size and valuable 

intellectual property and trade secrets has been compromised (or will be shortly), 

with the great majority of the victims rarely discovering the intrusion or its impact. 

In fact, I divide the entire set of Fortune Global 2000 firms into two categories: those 

that know they’ve been compromised and those that don’t yet know.”   This notion is 
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very troubling because some companies may never realize they are compromised and 

ultimately hurt themselves and those companies they do business with. 

Couple Mr. Aplerovitch’s statement with recent statements from a Report to 

Congress on Foreign Economic Collection and Industrial Espionage, 2009-2011, 

“that the U.S. intelligence community has improved its collaboration to better 

address cyber espionage in the military and national-security areas.  Yet today's 

legislative framework severely restricts us from fully addressing domestic economic 

espionage.” and “Corporate America must do its part, too.  If we are to ever 

understand the extent of cyber espionage, companies must be more open and 

aggressive about identifying, acknowledging and reporting incidents of cyber theft. 

Companies must also invest more in enhancing their employees' cyber skills; it is 

shocking how many cyber-security breaches result from simple human error such as 

coding mistakes or lost discs and laptops”  (McConnell, Chertoff, Lynn 2012).    

These statements imply that we have greatly improved our activities in dealing 

with cyber espionage although it appears to be solely in the military realm.  The U.S. 

is severely hindered on the domestic side due to restrictions and/or authorities.  

Furthermore, the corporate side must step-up their efforts to identify and report all 

cyber incidents.  These limitations, by extension, are severely affecting the DIB, as a 

significant portion (the DIB minus DoD) of the DIB is made up the “domestic” and 

“corporate” portions of the U.S. 
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1.4 Implications of the status quo  

“Because the United States is a leader in the development of new technologies and a 

central player in global financial and trade networks, foreign attempts to collect US 

technological and economic information will continue at a high level and will represent a 

growing and persistent threat to US economic security.  The nature of the cyber threat 

will evolve with continuing technological advances in the global information 

environment.  The trend in both commercial and government organizations toward the 

pooling of information processing and storage will present even greater challenges to 

preserving the security and integrity of sensitive information.”  (Office of the National 

Counterintelligence Executive (2011).   

As stated earlier the DoD understood and took action to harden its networks through 

collaboration which allowed them to better address cyber espionage.  The DoD also 

realized the adage “a chain is only as strong as its weakest link”, meaning although the 

DoD networks were becoming more secure they could still be losing DoD sensitive 

information through other means.  For instance, if their DIB partners do not also harden 

their networks they could become an easier yet just as fruitful target for an adversary.   

To address this shortfall, the DoD established the DIB CS/IA (Cyber Security/ 

Information Assurance) Program to enable information sharing between industry partners 

and the U.S. Government.  “The goal of this program is to protect sensitive unclassified 

DoD program and technology information resident on, or transiting, DIB unclassified 

networks.  To participate in the DIB CS/IA partners must: 
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 Be a Cleared Defense Contractor (CDC) with a Facility Clearance granted by 

Defense Security Service (DSS) 

 Have cleared employees (Secret clearance required) empowered to direct and/or 

support the program on behalf of the company 

 Have DoD-approved medium assurance External Certificate Authority certificates 

 Have or obtain a COMSEC account 

 Obtain DIBNet-S (Defense Industrial Base Network-Secure) for classified 

communications  

 Sign a bilateral framework agreement with DoD” (DoD 2012, DIB CS/IA) 

 “The Defense Security Service (DSS) administers the NISP on behalf of the 

Department of Defense as well as 24 non-DoD federal agencies within the Executive 

Branch.  Presently, DSS has Industrial Security oversight responsibility for over 13,300 

cleared companies participating in the NISP” (DoD 2011, NISP Fact Sheet). 

As the DIB/CA continues their information sharing activities, other efforts to aid the 

DIB may enhance their security of DoD sensitive information and ensure continuous 

improvement. 

1.5 Scope  

This research effort will focus on developing and assessing a maturity model for 

cyberspace security, specifically protecting sensitive information within the DIB, 

which can be used to assess the status and capability obtained per identified process. 

The scope of this research paper is to identify and review existing cyberspace 

policies, strategies, initiatives and maturity models or frameworks (to include those 
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in information security and cyberspace security); then develop, propose and assess a 

maturity model that will focus on identifying processes that enhance securing 

sensitive information within the DIB. 

1.6 Research Question  

The research question for this study is: can a Cybersecurity Maturity Model be 

utilized to assess the level of security the DIB provides to sensitive unclassified DoD 

information?  

1.7 Research Approach  

The research methodology chosen for this research effort is a Delphi study.   A 

review of existing information security and cyberspace security maturity 

models/frameworks will be performed; with the intent of identifying aspects/processes 

that can be applied specifically to a cyberspace framework, which may in turn be utilized 

to support cyber security within the DIB.  The researcher will develop and propose a 

cyberspace maturity model that 1) provides a common model for improvement of 

securing sensitive information 2) provides a means for assessing the status and progress 

of the identified processes in securing sensitive information and 3) provides a means for 

comparison across the DIB to a Delphi study panel.  The Delphi panel will identify and 

assess the processes that will be included in the initial framework, identify and propose 

modifications to the initial framework and provide favorable comments for those 

processes that should remain in the framework as presented to the Delphi panel.  
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II. Literature Review 

 

“The user's going to pick dancing pigs over security every time.” Bruce Schneier 

 

 

This chapter summarizes the literature that was reviewed in developing a starting 

point for answering the guiding research question.  In order to achieve the goal of 

determining if a maturity model can be utilized to assess the level of cybersecurity in 

which a DIB contractor provides to sensitive unclassified DoD information; it is 

important to provide a sense for how severe the loss of sensitive information is to 

National Security.   To accomplish this, a review was done to determine how important 

the U.S. Government values its information, and the steps they have taken to protect it.  

Additionally, an assessment was completed on maturity models, to include Information 

Security and Cybersecurity, Capability Maturity Models, and the CERT-Resilience 

Management Model.   

2.1 The Awakening 

In 1995 the U.S. Congress passed the Intelligence Authorization Act for Fiscal Year 

1995 which requires that the President provide a report to the Congress, on foreign 

industrial espionage targeted against U.S. industry.  This report is prepared by the 

National Counterintelligence Center on an annual basis.  The Act required that the report 

address four issues: 

 The respective policy functions and operational roles of the agencies of the 

Executive Branch of the Federal Government in identifying and countering 

threats to U.S. industry of foreign industrial espionage, including the manner 

in which such functions and roles are coordinated 
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 The means by which the Federal Government communicates information on 
such threats, and on methods to protect against such threats, to US industry in 

general and to US companies known to be targets of foreign espionage  

 

 The specific measures that are being or could be undertaken in order to 

improve the activities referred to in the above paragraphs, including proposals 

for any modifications of law necessary to facilitate the undertaking of such 

activities 

 

 The threat to US industry of foreign industrial espionage and any trends in 
that threat (National Counterintelligence Center, 1995) 

 

The inaugural 1995 report laid out the policy functions and operational roles for the 

numerous agencies within the U.S. Government that would communicate information on 

[industrial espionage] threats, and on methods to protect against such threats, to U.S. 

industry in general and to U.S. companies known to be targets of foreign espionage.   The 

agencies included: Central Intelligence Agency (CIA), Defense Intelligence Agency 

(DIA), Defense Investigative Service (DIS), Department of Defense (DoD), Military 

Services (Air Force Office of Special Investigations and Naval Criminal Investigative 

Service), Department of Energy (DOE), Federal Bureau of Investigation (FBI), National 

Counterintelligence Center (NACIC), National Aeronautics and Space Administration 

(NASA), and National Security Agency (NSA).  Specifically the DIA, DIS, DoD and 

Military Services would share information with DoD contractors. 

The Annual Report to Congress on Foreign Economic Collection and Industrial 

Espionage: 1996 stated, “according to the FBI and DIS, high-technology and defense 

related industries remain the primary targets of foreign economic intelligence collection 

operations.  The most likely industry targets of economic espionage and other collection 
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activities during the past year include the following areas, most of which are included on 

the 1996 Military Critical Technology List, see table 1.  

Table 1  Military Critical Technology List (1996) 

Advanced materials and coatings Information systems 

Advanced transportation & engine technology  Information warfare  

Aeronautics systems  Manufacturing and fabrication  

Aerospace  Manufacturing processes  

Armaments and energetic materials Marine systems  

Biotechnology  Materials  

Chemical and biological systems  Nuclear systems  

Computer software and hardware  Semiconductors  

Defense and armaments technology Sensors and lasers  

Directed and kinetic energy systems  Signature control  

Electronics  Space systems  

Energy research Telecommunications  

Guidance, navigation & vehicle control Weapons effects and countermeasures 

 

The report went on to say “because of the growing popularity and expansion of the 

Internet, the US defense industry reports significant increases in security 

countermeasures incidents associated with computer-based collection attempts.  Large 

amounts of DoD technical information are transferred over the Internet on a daily basis 

and could be targeted by hostile entities” (National Counterintelligence Center 1996).  

This report recognized and documented the concern that an adversary could interrupt or 

obtain DoD sensitive information. 
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In 2001, the Annual Report to Congress on Foreign Economic Collection and 

Industrial Espionage added a new category, Internet Activity (Cyber Attack and 

Exploitation).  “This category addressed cyber attack and exploitation vice Internet-based 

requests for information.  The majority of Internet endeavors were foreign probes 

searching for potential weaknesses in systems for exploitation.  One example was a 

network attack that, over the period of a day, involved several hundred attempts to use 

multiple passwords to illegally obtain access to a cleared defense facility’s network.  This 

example reflects the extent to which intelligence collectors are attempting to use the 

Internet to gain access to sensitive or proprietary information.  Given the considerable 

effort that is under way in the cyber attack and exploitation arenas, substantial resources 

will need to be allocated in the future to ensure adequate security countermeasures” 

(National Counterintelligence Center 2001).   

The overall concern remained constant with no appreciable threat, as documented in 

the 2001-2004 annual reports to Congress.  However, the 2005 report included a 

significant departure statement from previous years.  “The Counterintelligence (CI) 

Community is unanimous in the view that the illegal outflow of technology imposed huge 

costs on the United States.  A sample of the types of technologies lost during the year 

indicates the potential extent of damage.
 

 Recent losses have hurt the United States by: 

 Enabling foreign militaries to leapfrog technological hurdles and to acquire 

sophisticated capabilities that might have otherwise taken years to develop.  A 

former Department of Defense (DoD) contractor provided China and a number of 

other countries with access to classified and export-controlled infrared signature 
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suppression technologies developed for the B-2 Stealth Bomber.  Such 

acquisitions would provide foreign militaries with an invaluable jump in 

developing stealth aircraft of their own or in countering the US advantage. 

Making it possible for foreign firms to gain a competitive economic edge over US 

competitors, thereby undermining the US economy.   

 As in years past, entities from a relatively small number of countries accounted 

for the majority of foreign targeting of US technologies in FY 2005.  China and 

Russia are two of the most aggressive collectors.  The major collectors have been 

repeatedly identified targeting multiple US Government organizations and all 

types of technologies since at least 1997, when the CI Community first began 

systematically reporting on targeting efforts” (National Counterintelligence 

Center 2005).   

This timeframe (early to mid 2000’s) is when the U.S. concerns’ became reality.  The 

increased connectivity around the world combined with the drive to digitize work 

environments drove countries to be more efficient; but the connectivity created an 

unforeseen side effect—a cyber watershed.  The downside to the digitization of records is 

security.  It is much harder for most people to think about electronic (cyber) security than 

it is physical security.  Adversaries started to take advantage of the lack of cyber security 

to steal data, to include sensitive data.  This turned out to be much easier and cheaper 

than the old ways of physically stealing documents plus it provided many additional 

benefits such as: speed, difficult to attribute who had stolen the data, could help close 

technological gaps and others. 
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2.2 Case for Action 

“Dating back to 2005 U.S. officials and cyber-security experts has said Chinese Web 

sites were involved in several of the biggest attacks, including some at the country's 

nuclear-energy labs and large defense contractors. There has also been a string of attacks 

on networks at the State, Commerce, Defense and Homeland Security departments in the 

past year and a half” (implying 2006-2007) (Nakashima 2008). 

To protect against a rising number of attacks on federal agencies' computer systems 

President George W. Bush, took action and expanded the intelligence community's role 

in monitoring Internet traffic.  On January 8, 2008 he signed a classified joint directive 

called the National Security Presidential Directive 54/Homeland Security Presidential 

Directive 23 (NSPD-54/HSPD-23).  “The directive formalized a series of continuous 

efforts designed to further safeguard Federal Government systems and reduce potential 

vulnerabilities, protect against intrusion attempts, and better anticipate future threats 

(DHS Fact Sheet 2008).”  The directive also “expanded the NSA's role in cyber-security.  

Previous to this directive, the government's efforts to protect itself from cyber-attacks -- 

which run the gamut from hackers to organized crime to foreign governments trying to 

steal sensitive data – were conducted in a piecemeal fashion.  Under the new initiative, a 

task force headed by the Office of the Director of National Intelligence (ODNI) was 

tasked to coordinate efforts in identifying the source of cyber-attacks against government 

computer systems. As part of that effort, the Department of Homeland Security worked to 

protect the systems and the Pentagon was asked to devise strategies for counterattacks 

against the intruders” (Nakashima 2008).   
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2.3 Project 12 Report 

The NSPD-54/HSPD-23 further “directed the Secretary of Homeland Security, in 

consultation with the heads of other Sector-Specific Agencies, to submit a report 

detailing the policy and resource requirements for improving the protection of privately 

owned U.S. critical infrastructure networks.  The Project 12 Report was required to detail 

how the U.S. Government can partner with the private sector to leverage investment in 

intrusion protection capabilities and technology, increase awareness about the extent and 

severity of cyber threats facing critical infrastructure, enhance real-time cyber situational 

awareness, and encourage intrusion protection for critical information technology 

infrastructure (DHS Project 12, 2008).”   

The report provided many recommendations to provide a path to improve U.S. critical 

infrastructure and key resources (CIKR) cybersecurity.  “A combination of planning and 

pilot programs is intended to build confidence over time and to allow course corrections 

to change with the dynamic cyber environment.  The recommendations included: 

 Develop a plan to identify specific goals and outcome metrics related to securing 

CIKR sector networks 

 

 Promote current public-private cyber information sharing efforts via the National 
Infrastructure Protection Plan (NIPP) Framework by fostering trust through 

consistent and timely communications and consensus building 

 

 Develop a plan using the NIPP Partnership Framework to include the CIKR 

sectors into ongoing Comprehensive National Cybersecurity Initiative (CNCI) 

efforts 

 

 Leverage existing frameworks to develop, as appropriate, new vehicles, rules, and 
instruments between public and private sectors to improve sharing of actionable 

cyber information 
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 Scope the requirements for implementing real-time cyber situational awareness 

 

 Evaluate the feasibility of sharing Federally developed technology capabilities 

with CIKR 

 

 Expedite the TS/SCI clearance process for appropriate private-sector 

representatives for when "tear-line" unclassified cybersecurity documents are not 

available 

 

 Enhance information sharing and analysis organizations, whether information 

sharing and analysis centers (ISAC) or other information sharing organizations 

(ISO), to make them the focal point of cyber operational activity with the 18 

CIKR sectors 

 

 Enhance information sharing mechanisms to provide an environment in which 

technological barriers do not impede cyber information sharing processes 

 

 Expand US-Computer Emergency Readiness Team (US-CERT) National 

Coordinating Center for Telecommunications (NCC) joint operational capabilities 

to include private sector CIKR participation to enhance CIKR real-time 

situational awareness 

 

 Establish a mechanism to give companies opportunities and incentives to invest in 

R&D and-based on legal, security, and investment-level criteria-potentially allow 

companies to obtain intellectual property rights to the results of government-

funded or government-partnered cybersecurity R&D 

 

 Investigate new ways to drive improvement in the cybersecurity posture within 

the private sector in those cases where market forces yield an insufficient value 

proposition 

 

 Investigate methods to encourage cybersecurity across the business community 

nationwide similar to those used within private-sector CIKR” (DHS Project 12, 

2008).”   

This report represented a new level of cooperation between the federal government 

and industry plus it helped identify gaps in cybersecurity and information sharing. 
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2.4 Cyberspace Policy Review  

 “President Obama identified cybersecurity as one of the most serious economic and 

national security challenges we face as a nation.  Shortly after taking office, the President 

therefore ordered a thorough review of federal efforts to defend the U.S. information and 

communications infrastructure and the development of a comprehensive approach to 

securing America’s digital infrastructure (Obama Cyberspace Policy Review 2009)”. 

In testimony before the Senate Armed Services Committee in March 2009, the 

Director of National Intelligence, Dennis Blair stated: “As government, private sector, 

and personal activities continue to move to networked operations, as our digital systems 

add ever more capabilities, as wireless systems become even more ubiquitous and as the 

design, manufacture, and service of information technology have moved overseas, the 

threat will continue to grow.  A growing array of state and non-state adversaries are 

increasingly targeting—for exploitation and potentially disruption or destruction—our 

information infrastructure, including the Internet, telecommunications networks, 

computer systems, and embedded processors and controllers in critical industries.  Over 

the past year, cyber exploitation activity has grown more sophisticated, more targeted, 

and more serious.”  

 In early 2009, “the President directed a 60-day, comprehensive, “clean-slate” review 

to assess U.S. policies and structures for cybersecurity.  Cybersecurity policy includes 

strategy, policy, and standards regarding the security of and operations in cyberspace, and 

encompasses the full range of threat reduction, vulnerability reduction, deterrence, 

international engagement, incident response, resiliency, and recovery policies and 
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activities, including computer network operations, information assurance, law 

enforcement, diplomacy, military, and intelligence missions as they relate to the security 

and stability of the global information and communications infrastructure” (Obama 

Cyberspace Policy Review 2009).  

The review points out that “the digital infrastructure’s architecture was driven more 

by considerations of interoperability and efficiency than of security.  Consequently, a 

growing array of state and non-state actors are compromising, stealing, changing, or 

destroying information and could cause critical disruptions to U.S. systems.”   

The review further found there was a need for greater coordination and integrated 

development of policy.  The review developed findings and options for action under five 

key topics: (1) leading from the top, (2) building capacity for a digital nation, (3) sharing 

responsibility for cybersecurity, (4) improving information sharing and incident response, 

and (5) building the architecture of the future.  It is under the third key topic, sharing the 

responsibility for cybersecurity, that the review recommends improving the partnership 

between private sector and government.  “The President’s cybersecurity policy official 

should work with relevant departments and agencies and the private sector to examine 

existing public-private partnership and information sharing mechanisms to identify or 

build upon the most effective models.”  This is one of many recommendations that 

helped paved the way for new partnerships and documented strategies. 
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2.5 The Comprehensive National Cybersecurity Initiative (CNCI) 

  The recommendations from the Cyberspace Policy Review build on the 

Comprehensive National Cybersecurity Initiative (CNCI) launched by President George 

W. Bush in National Security Presidential Directive 54/Homeland Security Presidential 

Directive 23 (NSPD-54/ HSPD-23) in January 2008.  President Obama determined that 

the CNCI and its associated activities should evolve to become key elements of a 

broader, updated national U.S. cybersecurity strategy.  Therefore the CNCI developed 

twelve initiatives to play a role in supporting the achievement of many of the key 

recommendations of President Obama’s Cyberspace Policy Review, see table 2. 

Table 2 CNCI Initiatives 

1 Manage the Federal Enterprise Network as a single network enterprise with Trusted Internet 

Connections. 

2 Deploy an Intrusion Detection System across the Federal Enterprise. 

3 Pursue deployment of intrusion prevention systems across the Federal Enterprise. 

4 Coordinate and redirect research and development (R&D) efforts. 

5 Connect cyber ops centers to ensure situational awareness. 

6 Develop and implement a government-wide cyber counter-intelligence (CI) plan. 

7 Increase the security of our classified network. 

8 Expand cyber education. 

9 Define and develop enduring “leap-ahead” technology, strategies and programs. 

10 Define and develop enduring deterrence strategies and programs. 

11 Develop a multi-pronged approach for global supply-chain risk management. 

12 Define the Federal role for extending cybersecurity into critical infrastructure domains. 



 

20 

 

 Of particular interest is initiative #5, Connect current cyber ops centers to enhance 

situational awareness.  The initiative states, “there is a pressing need to ensure that 

government information security offices and strategic operations centers share data 

regarding malicious activities against federal systems, consistent with privacy protections 

for personally identifiable and other protected information and as legally appropriate, in 

order to have a better understanding of the entire threat to government systems and to 

take maximum advantage of each organization’s unique capabilities to produce the best 

overall national cyber defense possible.  This initiative provides the key means necessary 

to enable and support shared situational awareness and collaboration across six centers 

that are responsible for carrying out U.S. cyber activities (Obama CNCI 2009).”  

2.6 International Strategy for Cyberspace 

In May 2011, President Obama released his International Strategy for Cyberspace 

although the Administration had previously addressed the policy challenges surrounding 

cyber technologies the document “is the first time our Nation has laid out an approach 

that unifies our engagement with international partners on the full range of cyber issues 

(Obama International Strategy for Cyberspace 2011).” 

The strategy seeks to build on prior successes as well as recognize the challenges 

such as; “the theft of intellectual property threatens national competiveness and the 

innovation that drives it (Obama International Strategy for Cyberspace 2011).”    

It further discusses one important area regarding the future we seek, a secure and 

reliable cyberspace that endures.  “For cyberspace as we know it to endure, our 

networked systems must retain our trust. Users need to have confidence that their data 
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will be secure in transit and storage, as well as reliable in delivery. Vulnerability 

reduction will require robust technical standards and solutions, effective incident 

management, trustworthy hardware and software, and secure supply chains. Risk 

reduction on a global scale will require effective law enforcement; internationally agreed 

norms of state behavior; measures that build confidence and enhance transparency; 

active, informed diplomacy; and appropriate deterrence. Finally, incident response will 

require increased collaboration and technical information sharing with the private sector 

and international community (Obama International Strategy for Cyberspace, 2011).”   

Lastly it defines one of the policy priorities as; improve the security of the of the 

high-tech supply chain, in consultation with industry. “The operation of critical networks 

and information infrastructures depends on the assured availability of trustworthy 

hardware and software. Vulnerabilities in the supply chain can enable attacks on the 

integrity, availability, or confidentiality of networks and the data they contain. 

Exploitation of these vulnerabilities impairs economic performance and national security. 

The United States will work with industry and international partners to develop best 

practices for protecting the integrity of information systems and critical infrastructure. In 

this way, we will greatly enhance the security of the globalized supply chains on which 

free and open trade depend (Obama International Strategy for Cyberspace, 2011).”  

2.7 DoD Strategy for Operating in Cyberspace 

The DoD released its cyberspace strategy in July 2011.  “The DoD working with its 

interagency and international partners, seeks to mitigate the risks posed to U.S. and allied 

cyberspace capabilities, while protecting and respecting the principles of privacy and 
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civil liberties, free expression, and innovation that have made cyberspace an integral part 

of U.S. prosperity and security.  How the Department leverages the opportunities of 

cyberspace, while managing inherent uncertainties and reducing vulnerabilities, will 

significantly impact U.S. defensive readiness and national security for years to come 

(DoD Strategy for Operating in Cyberspace 2011).” 

The DoD strategy points out that “foreign cyberspace operations against U.S. public 

and private sector systems are increasing in number and sophistication.  DoD networks 

are probed millions of times every day, and successful penetrations have led to the loss of 

thousands of files from U.S. networks and those of U.S. allies and industry partners. 

Moreover, this threat continues to evolve as evidence grows of adversaries focusing on 

the development of increasingly sophisticated and potentially dangerous capabilities 

(DoD Strategy for Operating in Cyberspace 2011).” 

“While the threat to intellectual property is often less visible than the threat to critical 

infrastructure, it may be the most pervasive cyber threat today.  Every year, an amount of 

intellectual property larger than that contained in the Library of Congress is stolen from 

networks maintained by U.S. businesses, universities, and government departments and 

agencies.  As military strength ultimately depends on economic vitality, sustained 

intellectual property losses erode both U.S. military effectiveness and national 

competitiveness in the global economy (DoD Strategy for Operating in Cyberspace 

2011).” 

Cyber attacks are not a future threat; the Nation faces the threat of cyber attack and 

constant intrusion efforts today.  Recent high profile intrusions highlight the threat to 
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U.S. businesses and critical infrastructure, and they underscore the need for a strategy for 

DoD to work closely with the Defense Industrial Base and support DHS in its efforts in 

other critical infrastructure sectors.   Therefore, the DoD strategy made this one of their 

five strategic initiatives: “DoD will partner with other U.S. government departments and 

agencies and the private sector to enable a whole-of-government cybersecurity strategy.” 

2.8 DIB Cyber Security/Information Assurance (CS/IA) Partnership 

In January 2010 the DoD issued an instruction which directed the conduct of DIB 

CS/IA activities to protect unclassified DoD information that transits or resides on 

unclassified DIB information systems and networks.  However, DoD initially started 

partnering with the DIB to increase the protection of sensitive information in 2007.   The 

new instruction stated “the DoD policy as: 

 Establish a comprehensive approach for protecting unclassified DoD information 

transiting or residing on unclassified DIB information systems and networks by 

incorporating the use of intelligence, operations, policies, standards, information 

sharing, expert advice and assistance, incident response, reporting procedures, and 

cyber intrusion damage assessment solutions to address a cyber advanced 

persistent threat 

 Increase DoD and DIB situational awareness regarding the extent and severity of 

cyber threats in accordance with National Security Presidential Directive 

54/Homeland Security Presidential Directive 23 

 Create a timely, coordinated, and effective CS/IA partnership with the DIB, 

developing operating guidance and undertaking activities that: 
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o Maintain a DoD-DIB Collaborative Information Sharing Environment 

(DCISE), to facilitate DoD coordination of threat information sharing and 

measures enabling the protection of unclassified DoD information 

transiting or residing on DIB information systems and networks 

o Develop procedures for sharing DoD cyber threat information, 

unclassified and classified, with the DIB 

o Share DoD computer network defense and CS/IA best practices with the 

DIB” (DoD 2010) 

Building upon this program, DoD also established a pilot public-private sector 

partnership intended to demonstrate the feasibility and benefits of voluntarily opting into 

increased sharing of information about malicious or unauthorized cyber activity and 

protective cybersecurity measures, an effort called the DIB Cyber Pilot.  The program 

helped a small number of DIB companies protect defense-related information on their 

computer networks from the most serious intruders was enacted by the DCISE group.  

Essentially, the DoD and DHS share classified threat information and the know-how to 

employ it with participating defense companies or their Internet service providers to help 

them in defending their computer networks from attack or exploitation (Pellerin 2011).  

2.9 Joint Cybersecurity Services Pilot (JCSP)  

“The Joint Cybersecurity Services Pilot (JCSP) extends the existing operations of the 

Defense Industrial Base (DIB) Exploratory Cybersecurity Initiative (DIB Opt-In Pilot) 

and shifts the operational relationship with the commercial service providers (CSPs) in 

the pilot to DHS.  The JCSP is part of overall efforts by DHS and DoD to enable the 
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provision of cybersecurity capabilities enhanced by U.S. government information to 

protect critical infrastructure information systems and networks.  The purpose of the 

JCSP is to enhance the cybersecurity of participating DIB critical infrastructure entities 

and to protect sensitive DoD information and DIB intellectual property that directly 

supports DoD missions or the development of DoD capabilities from unauthorized 

access, exfiltration, and exploitation (DHS, 2012)”. 

“Although researchers said the DIB pilot had demonstrated the concept of 

information sharing, they also cited deficiencies in the way it was implemented. The test 

program, relied on NSA “signatures” or fingerprints of malicious computer code that in 

initial stages were “stale when deployed” and in many cases did not prevent intrusions 

that the companies could not have blocked themselves, according to the report, which 

was not publicly released by the Pentagon but was shared with Congress.  The study 

underscores the operational, legal and policy challenges in building a robust defense of 

critical U.S. computer networks as foreign rivals and other adversaries seek to penetrate 

systems, steal data and perhaps lay the groundwork for a destructive attack (Nakashima 

2012).”  Therefore, time will tell if the JCSP will overcome the challenges and continue 

to push the successes the U.S. Government has had in the cyber realm. 

It is clear that the U.S. Government has made progress in cyberspace over the last 

few years.  Steve Schleien, principal director for cyber in the office of the undersecretary 

of defense for policy, stated during an interview with American Forces Press Service in 

October 2001, “Our cyber defense improvement has come from having the strategy in 

place, having the Cyber Command and the service cyber components taking a serious 
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look at day-in, day-out coordination of cyber defenses, and the knowledge we have of 

what our adversaries are doing and how to deal with it” (Pellerin 2011).   However, it is 

also clear that the DoD continues to face challenges in its cyber activities. 

In a GAO report issued in July 2011, they made four recommendations that the 

DoD: “(1) establish a timeframe for deciding on whether to complete a separate joint 

cyberspace publication and for updating the existing body of joint publications, (2) 

clarify command and control relationships regarding cyberspace operations and establish 

a timeframe for issuing the clarified guidance, and (3) more fully assess cyber-specific 

capability gaps, and (4) develop a plan and funding strategy to address them. DOD 

agreed with the recommendations.” (US GAO 2011) 

As the DoD continues to make strides in its cyber activities, specifically with 

working hand in hand with the DIB partners it may be appropriate to evaluate whether 

implementing a cyberspace maturity model could help increase our overall security. 

2.10 Capability Maturity Models 

“In its simplest form, a maturity model is an organized way to convey a path of 

experience, wisdom, perfection, or acculturation.  The subject of a maturity model can be 

an object or things, ways of doing something, characteristics of something, practices, or 

processes.  For example, a simple maturity model could define a path of successively 

improved tools for doing math: using fingers, using an abacus, using an adding machine, 

using a slide rule, using a computer, or using a hand-held calculator.  Thus, a hand-held 

calculator may be viewed as a more mature tool than a slide rule” (Caralli 2011).  
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“A capability maturity model such as the Capability Maturity Model (CMM) is a 

much more complex instrument, with several distinguishing features. One of these 

features is that the maturity dimension in the model is a characterization of the maturity 

of processes.  Thus, what is conveyed in a capability maturity model is the degree to 

which processes are institutionalized and the degree to which the organization 

demonstrates process maturity” (Caralli 2011). 

The CMM is a registered service mark of Carnegie Mellon University (CMU) and is a 

development model that was created after study of data collected from organizations that 

contracted with the U.S. Department of Defense, who funded the research.  This model 

became the foundation from which CMU created the Software Engineering Institute 

(SEI).  The Capability Maturity Model (CMM) was originally developed as a tool for 

objectively assessing the ability of government contractors' processes to perform a 

contracted software project.  The CMM is based on the process maturity framework first 

described in the 1989 book Managing the Software Process by Watts Humphrey.  It was 

later published in a report in 1993 (Technical Report CMU/SEI-93-TR-024 ESC-TR-93-

177 February 1993, Capability Maturity Model for Software, Version 1.1) and as a book 

by the same authors in 1995. 

Though the CMM comes from the field of software development, it is also used as a 

general model to aid in improving organizational business processes in diverse areas; for 

example in software engineering, system engineering, project management, software 

maintenance, risk management, system acquisition, information technology (IT), 

services, business processes generally, and human capital management. The CMM has 
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been used extensively worldwide in government offices, commerce, industry and 

software-development organizations. 

The CMM model proved useful to many, but its application in software development 

has sometimes been problematic.  Applying multiple models that are not integrated 

within and across an organization could be costly in training, appraisals, and 

improvement activities.  The Capability Maturity Model Integration (CMMI) project was 

formed to sort out the problem of using multiple models for software development 

processes, thus the CMMI model has superseded the CMM model, though the CMM 

model continues to be a general theoretical process capability model used in the public 

domain. 

CMMI is a process improvement approach that provides organizations with the 

essential elements of effective processes, which will improve their performance. CMMI-

based process improvement includes identifying an organization’s process strengths and 

weaknesses and making process changes to turn weaknesses into strengths.   

There are three CMMI models. Each model shares practices with the other two 

models and has practices that are unique.  CMMI models are collections of best practices 

and process improvement goals that organizations use to evaluate and improve their 

processes.  These goals and practices are organized into intuitive groups called “process 

areas.”  An organization chooses its path to excellence by focusing on the process areas 

most important to its business objectives. 
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The CMMI for Acquisition (CMMI-ACQ) model provides guidance to organizations 

that manage the supply chain to acquire and integrate products and services to meet the 

needs of the customer. 

The CMMI for Development, (CMMI-DEV) model is used for process improvement 

in organizations that develop products and services.  CMMI-DEV provides guidance to 

improve the effectiveness, efficiency, and quality of their product and service 

development work. 

The CMMI for Services (CMMI-SVC) model provides guidance to organizations that 

establish, manage, and deliver services that meet the needs of customers and end users. 

After determining which model is most applicable to an organization they strive to 

achieve a certain maturity level within the model and are subsequently appraised.  An 

appraisal is an activity that helps them to identify strengths and weaknesses of the 

organization’s processes and to examine how closely the processes relate to CMMI best 

practices.  Preparing for an appraisal helps an organization to do any of the following: 

 Plan an improvement strategy for your organization 

 

 Determine the CMMI levels that represent how well your organization’s 

processes conform to CMMI 

 Mitigate risks for product and service acquisition, development, and monitoring 

 Demonstrate to customers and business partners the soundness of your processes 

by having your appraisal results available on the Published Appraisal Results 

(PARS) site. 
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The Standard CMMI Appraisal Method for Process Improvement (SCAMPI) is the 

official CMMI appraisal method used to evaluate organizations’ processes and provide 

ratings.   SEI trains and certifies lead appraisers which are trained teams of professionals 

in the appraisal of one or more CMMI process areas to determine an organization's 

process capability and/or maturity level.  There are hundreds of organizations that use 

CMMI have been apprised, a complete current list can be found at 

http://sas.sei.cmu.edu/pars/pars.aspx  

2.11 Reference Engineering Framework Defined 

The Computer Emergency Response Team- Resilience Management Model (CERT-

RMM) is the foundation for a process improvement approach to security, business 

continuity, and aspects of IT operations management.  It establishes an organization's 

resilience management process: a collection of essential capabilities that the organization 

performs to ensure that its important assets stay productive in supporting business 

processes and services. The model provides guidance for measuring the current 

competency of essential capabilities, setting improvement targets, and establishing plans 

and actions to close any identified gaps. 

Although CERT-REF is a process improvement model, it is not considered a part of 

the SEI’s Capability Maturity Model Integration framework and is not intended to be 

integrated with existing CMMI models.  However, features of CMMI have been used 

where practical to provide a familiar structure for those who are already users of existing 

process models and to facilitate transition, adoption, and integration by established 

communities of practice in process improvement.  

http://sas.sei.cmu.edu/pars/pars.aspx
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“The ultimate goal in CERT-RMM is to ensure that operational resilience processes 

produce intended results (such as improved ability to manage incidents or an accurate 

asset inventory), and as the processes are improved, so are the results and the benefits to 

the organization.  Because CERT-RMM is a process-focused model at its core, it was 

perfectly suited for the application of CMMI’s capability dimension.  Thus, the  

CERT-RMM constitutes a maturity model that has a capability dimension.  However, this 

is not the same as a capability maturity model, since CERT-RMM does not yet provide 

an organizational expression of maturity (Caralli 2011).” 

The researcher believes the CERT-RMM could be utilized to make a viable 

Cybersecurity Maturity Model. 

2.12 A Proposed Cybersecurity Maturity Model 

  The researcher proposes utilizing the CERT-RMM model to help the DIB 

identify any weak areas and where improvements are needed, specifically in improving 

their cyberspace security.  There have been many information security maturity models 

published over the years, some have included aspects of cyberspace security and others 

have not.  Cyberspace security can be argued to be a subset of overall information 

security however; it can not be assumed that if you are great in information security, you 

are great in cyberspace security.    

One challenge with cyberspace security is the speed of technology.  Some 

futurists have moved beyond Moore’s law and are predicting a period where progress in 

technology occurs almost instantly.  “Moore's Law--which states that the number of 

transistors on a given chip can be doubled every two years--has been the guiding 
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principle of progress in electronics and computing since Moore first formulated the 

famous dictum in 1965 (Kanellos 2003).” Therefore, a traditional capability maturity 

model (CMM) can be viewed as outdated; whereby as soon as an organization obtains a 

desired maturity level, they rest and potentially let their proverbial guard down while 

technology is continually introduced.  This research explores implementing a different 

maturity model, the CERT resilience management model (CERT-RMM). 

The CERT-RMM is a maturity model that focuses on the operational resilience 

from a process perspective, which allows for the application of process improvement 

tools and techniques.  This model allows the ability to incrementally improve processes 

in individual process areas.  Each process area can be defined by a capability level, but 

there are no maturity levels, as this model examines organizations’ operational resilience 

processes.  An organization’s processes, especially in cyberspace, should adjust 

frequently to new emerging demands, thus their processes should not mature and further, 

those processes should be measured by how resilient to change each process is. 

The researcher chose to include 7 process areas from the CERT-RMM to include 

in the initial Cybersecurity Maturity Model.  By incorporating these areas together and 

subsequently appraising each process area, an organization is able to determine its 

capability level within cybersecurity as well as their resiliency to securing sensitive 

information.  The proposed Cybersecurity Maturity Model will be discussed further in 

chapter III. 
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III. Research Methodology 

 

I personally think intellectual property is an oxymoron.  Physical objects have a 

completely different natural economy than intellectual goods.  It's a tricky thing to try to 

own something that remains in your possession even after you give it to many others.  

John Perry Barlow 

3.1 Introduction 

Cyberspace has become an ideal medium for stealing intellectual property.  

Hackers can easily penetrate systems that transfer enormous amounts of data.  America’s 

corporations and all levels of government (local, state and federal) have a very hard time 

identifying specific perpetrators.  As pointed out in chapter II, the DIB is just at the cusp 

of addressing the Cyber threat.  It is evident that not all Defense Department contractors 

have the resources of the larger companies therefore there are varying levels of efforts 

throughout the DIB to protect their own intellectual property as well as DoD’s sensitive 

information.  Responding to a Cyberspace incident is still relatively in its infancy.  

Combine this fact with limited resources, lack of understanding, and the difficulty of 

detecting a Cyber incident; it brings to the forefront the need for concrete guidance for 

which a DIB organization can use to address the cyber threats.  Additionally, the DoD 

needs a means to determine status of respective DIB Cybersecurity.   

The goal of this research effort is to develop and refine a model to help the DIB 

identify both weak areas and where improvements are needed, specifically in improving 

their cyberspace security.  While numerous information security maturity models are in 

use, few seem to adequately address all aspects of cyberspace security. Cyberspace 
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security can be argued to be a subset of overall information security but they are not 

interchangeable.  An organization can be “secure” in information security but not 

“secure” in cyberspace and vice versa.    

Due to the pace of technology introduction and implementation, as soon as an 

organization obtains a desired maturity level, they could be obsolete tomorrow and 

subsequently are no longer “mature”.  An organization must define its processes and put 

in place resiliency to ensure those processes continue when malicious incidents occur.  

The model, based on the resilience management model (CERT-RMM), developed and 

presented by this research is intended to fulfill the need within the DIB.  The model can 

benefit both the DIB and the Department of Defense. 

3.2 Overview of Methodology 

The methodology for this research was conducted in 3 phases.  Phase one 

involved researching existing Information and Cyber Security Maturity Models; 

comparing those existing models to assist in developing a Cyberspace Maturity Model 

and finally create the initial survey.  The second phase is where the model is evaluated 

and validated through the use of a Delphi Study.  In phase three, survey results of the 

Delphi group are analyzed, the final model is presented within this research report, and 

the recommendations are made concerning the final model and potential areas of research 

are identified.  

3.3 The Delphi Method 

The Delphi technique, mainly developed by Dalkey and Helmer (1963) at the 

Rand Corporation in the 1950s, is a widely used and accepted method for achieving 
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convergence of opinion concerning real-world knowledge solicited from experts within 

certain topic areas. The technique is designed as a group communication process which 

aims to achieve a convergence of opinion on a specific real-world issue.  It also 

documents facts and the opinions of the panelists, while avoiding the pitfalls of face-to-

face interaction, such as group conflict and individual dominance (Rowe 1991).  “The 

Delphi technique is well suited as a method for consensus-building by using a series of 

questionnaires delivered using multiple iterations to collect data from a panel of selected 

subjects (Hsu 2007)”.  Delphi, in contrast to other data gathering and analysis techniques, 

employs multiple iterations designed to develop a consensus of opinion concerning a 

specific topic (Ludwig 1994). 

This iterative process of rounds and analysis continues until there is a 

convergence of opinion (consensus) or until a point of diminishing returns is reached 

(where panelists’ opinions do not vary significantly by round) (Erffmeyer 1986).   The 

feedback process allows and encourages the Delphi participants to reassess their initial 

judgments about the information provided in previous iterations.  Thus, in a Delphi study, 

the results of previous iterations regarding specific statements and/or items can change or 

be modified by individual panel members in later iterations based on their ability to 

review and assess the comments and feedback provided by the other Delphi panelists 

(Hsu 2007).   The comments and feedback will also be useful to this study—the feedback 

submitted by experts in the field can provide important insights into the strengths and 

weaknesses of the proposed model.   
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3.4 Phase I:  Cyberspace Security Model Development 

In this phase, the scope of the research project is identified and the model is 

developed, methodology and criteria for evaluating and validating the proposed model 

are established, and the questionnaire is developed to evaluate the proposed model. 

3.4.1 Model Research 

An initial literature search was conducted using the research tools 360 Multiple 

Database Search, Library Catalog, Journal Search (all available for use through the 

D’Azzo Research Library at the Air Force Institute of Technology) and the on-line search 

engine Google (www.google.com).  Within the 360 Multiple Database Search, 18 

databases are queried with the provided search terms. The databases include:  

ABI/INFORM, Academic Search, ACM Digital Library, Aerospace Database, AMS 

MathSciNet, Business Source Premier, Compendex, Energy Citations, IEEE/IET 

Electronic Library, Inspec, MasterFile Premier, Military & Government Collection, 

Science Direct Journals Air University Research Information System, D’Azzo Research 

Library (print holdings), DTIC Technical Reports, NASA Technical Reports Server, 

TRIS Online and Web of Science.   Searches were conducted using key words or phrases 

containing the following: 

- Information Assurance 

- Information Security Maturity Model 

- Information Technology Security 

- Capability Maturity Model 

- Maturity Model 

http://www.google.com/
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- Cybersecurity Maturity Model 

- Cyberspace Maturity Model 

- Resilience Management Model 

Literature searches were conducted periodically throughout the initial phase to garner any 

recently published information.  The literature review was conducted to determine 1) if a 

Cybersecurity Maturity Model existed, 2) if so, could it be applied to the DIB in its 

current format and 3) if a model does not exist, could one be developed and applied to the 

DIB to address their cybersecurity needs? 

3.4.2 Model Development 

The literature review revealed: 1) there are numerous traditional information 

security models in existence and 2) there are a variety of non-specific capability maturity 

models that could be applied to various functions within an organization; neither of these 

approaches are easily applied in Cybersecurity due to its ever-changing environment 

(threat vectors, technology updates, etc.).  However, one journal submission entitled “The 

Community Cyber Security Maturity Model (CCSMM)” (White 2011) presents a 

maturity model for state and local officials to use in response to cyber incidents.  The 

CCSMM, figure 1, is a 5 tiered model in the traditional sense of a maturity model.  The 

model is a result of funding from the DHS and the DoD; the model has been started in six 

states.  “The model has proven to be useful in the communities that have embarked on a 

path to develop a viable and sustainable security program, but the model is still too new 

for any state or community to have advanced beyond the lower levels of the model.” 



 

38 

 

(White 2011)  The model is intended to provide a yardstick which can be used to 

determine how mature a community’s cyber security program is.   

The researcher felt the CCSMM could possibly be utilized within the DIB but, the 

model would require significant modification.  The CCSMM was worthy of consideration 

for the following reasons: 1) the model contains five maturity levels, ranging from 

minimal cyber preparedness (initial) to a demonstrated cyber awareness, integration and 

ability to assess fusion capability (vanguard) and 2) in order to transition from one level 

to the next, metrics need to be developed.  These metrics include, the current security 

posture, information sharing mechanisms, training required by various personnel and 

identify the mechanisms that will be used to test or evaluate the preparedness of the 

community. The CCSMM is community based and is aimed at local and state officials 

who are developing a cyber security program in the vein of cyber response.  

Due to the continual loss of sensitive data by known common methods the researcher 

believes a Cybersecurity model for the DIB needs to be more preventative rather than 

responsive and a model should stress continuous improvement.  In a 2012 data breach 

investigation study, conducted by the Verizon RISK team, they found that “most victims 

fell prey because they were found to possess an (often easily) exploitable weakness rather 

than because they were pre-identified for attack. Whether targeted or not, the great 

majority of victims succumbed to attacks that cannot be described as highly difficult. It’s 

not surprising that most breaches were avoidable (at least in hindsight) without difficult 

or expensive countermeasures. And finally, victims usually don’t know about their 
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breach until a third party notifies them, and almost all breaches are avoidable without 

difficult or expensive corrective action” (Verizon 2012). 

 

 

Figure 1 Community Cyber Security Maturity Model 

As further evidence that an adequate cyberspace maturity model does not yet 

exist, “The White Hose launched a new initiative designed to help companies in the 

electric power industry measure the maturity of their security programs against a new 

maturity model.  The Electric Sector CyberSecurity Risk Maturity Model Pilot started in 

January 2012 is meant to help the utility companies find their weak spots and where they 

need to improve.  It is not exactly clear what the maturity model will consist of.” (Fisher 

2012)  Although, the Electric Sector maturity model was not available in time for this 
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research paper, the call for action by the White House and the fact that one has been 

developed for local communities does validate that one or more Cyber Security Maturity 

Models are needed to specifically address the deficiencies within securing the DIB 

cyberspace. 

One model that was discovered during the literature review was the Computer 

Emergency Response Team-Resilience Management Model (CERT-RMM) developed by 

the Software Engineering Institute at Carnegie Mellon.  The CERT-RMM is a capability 

model for operational resilience management.  It has two primary objectives:  1) establish 

the convergence of operational risk and resilience management activities such as security, 

business continuity, and aspects of IT operations management into a single model and 2) 

apply a process improvement approach to operational resilience management through the 

definition and application of a capability level scale that expresses increasing levels of 

process improvement.  The CERT-RMM contains 26 process areas grouped into 4 

categories (Engineering, Enterprise Management, Operations Management, and Process 

Management).  The CERT-RMM peaked the researcher’s interest for the following 

reasons: the model is tailorable and the model measures operation resilience and 

processes.  The CERT-RMM is tailorable because, the model scope is determined by 

selecting the desired process areas from the 26 specific CERT-RMM process areas.  The 

process areas are chosen based on the objectives and business case for the improvement 

effort in an organization, in this case Cybersecurity.  The CERT-RMM differs from a 

traditional capability maturity model (CMM).  “In a traditional CMM, the capability 

dimension describes the degree to which a process has been institutionalized.  The 
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maturity dimension is achieved by raising the capability of a set of process areas in a 

manner prescribed by the model” (Caralli 2011).   On the other hand, the CERT-RMM 

contains a capability dimension but does not contain a maturity dimension.  The CERT-

RMM “describes operational resilience management from a process perspective, the 

application of process improvement tools and techniques as well as provides for better 

and more sophisticated measurement methodologies.  The ultimate goal for the CERT-

RMM is to ensure operational resilience processes produce intended results and as the 

processes improve the organization benefits.  The CERT-RMM is a capability model—

grounded in process-and providing a path for improving capability.  Therefore, with the 

CERT-RMM in its current form an organization can not “rest on its laurels” a state that it 

is mature, rather its processes are capable and resilient to future misfortunes.   

The researcher determined that a Cybersecurity model could be constructed 

utilizing the established CERT-RMM.  After extensively reviewing each of the 26 

process areas within the CERT-RMM, process areas were selectively chosen that 

explicitly mentioned information or computer security.  A total of 7 process areas were 

identified, based on the process area purpose and description as descried in the book, 

CERT Resilience Management Model, A Maturity Model for Managing Operational 

Resilience (Caralli 2011).  Utilizing these 7 process areas, along with their 78 sub-

process areas, an initial Cybersecurity Maturity Model was developed while keeping in 

mind the key points identified during the literature review and the overall research goal of 

how to secure the sensitive information within the DIB.  The initial Cybersecurity 

Maturity Model can be found at appendix B. 
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3.4.3 Questionnaire Development 

The Cybersecurity model, developed from 7 process areas of the CERT-RMM, 

was presented to the Delphi panel and was evaluated for comprehensiveness, accuracy, 

completeness, and usefulness.  A questionnaire was created to ask open-ended questions 

in order to garner each panel member’s thoughts and opinions regarding the proposed 

Cybersecurity model.  The following question was presented to assess the 

comprehensiveness of the model: 

 I’ve introduced the CERT-Resilience Management Model as a way to access 

Cyberspace security, was it clear with its intent? 

 What are its strengths? 

 What are its weaknesses? 

The following question was presented to assess the accuracy of the model: 

 Describe how successful the proposed Cyberspace Maturity Model captures 

the vital processes that should be evaluated in determining an organizations 

Cyberspace security. 

The following question was presented to assess the usefulness of the model: 

 Please explain, why or why not, implementing a Cyberspace Maturity Model 

could help the DIB better focus their efforts in defending their Cyberspace. 

 Are you in favor of having this Cyberspace Maturity Model in place to 

appraise DIB members in measuring their Cyberspace security?   Please list 

you supporting reasons. 

 What recommendation would you make to make this model more useful? 
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The following question was presented to assess the completeness of the model: 

 List and describe any processes you would include or delete from the 

proposed Cyberspace Maturity Model. 

The above open ended questions allowed the panel members to not only evaluate 

the proposed model but also make recommendations; thus contributing significantly to 

the overall model development.   

3.4.4 The Study Population 

The population of interest in this study was the entire Defense Industrial Base (not 

just the DIB contractors).  It seems as though Cybersecurity has become the en vogue 

term within the past 5 years but as this research has demonstrated, it is for good reason 

that each level of government and private sector is starting to take heed.  By successfully 

developing and implementing a Cyberspace Maturity Model within the DIB population it 

may aide the other sectors within the United States that also need immediate attention to 

help secure their critical information.   

The need and aspirations are at hand as evident by the recent White House 

announcement which launched the Electric Sector Cybersecurity Risk Maturity Model 

Pilot initiative, in January 2012, to help companies in the electric power industry measure 

the maturity of their security programs against a new maturity model (Fisher 2012).    

Additionally, this study could provide insight to other critical infrastructure areas such as 

the financial networks. 
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3.4.5 The Delphi Panel Participants 

The first task within the Delphi Method is to create the panel.  “Three kinds of 

panelists are ingredients for creating a successful mix: stakeholders, those who are or will 

be directly affected; experts, those who have an applicable specialty or relevant 

experience; and facilitators, those who have skills in clarifying, organizing, synthesizing, 

stimulating... plus, when it seems appropriate, individuals who can supply alternative 

global views of the culture and society” (Linstone 1975) . 

There is no definitive authoritative number that a Delphi panel must contain.  

However, one guideline is that if the Delphi participants all come from the same 

discipline (e.g., computer programmers) the general rule of thumb is 15-30 participants, 

whereas a more heterogeneous population (expertise in the same area, but pulled from 

different social/professional levels) would only require 5-10 participants (Clayton 1997).  

The 10 members of the Delphi panel for this research effort comprise a 

heterogeneous group of experts and the total number of participants should allow for an 

adequate diversity of inputs.  For purposes of the technique, the individuals in the group 

did not know who was participating nor who made which comments – anonymity has 

been shown to increase creativity and idea generations (Linstone 1975). 

Table 1 profiles the division of expertise the Delphi members are currently 

working in, Table 2 lists the breakdown of participants by organizational area and Table 

3 lists the breakdown by functional area. 
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Table 3 Area of Expertise 

Area of Expertise Delphi Participants 

Computer Network Attack 2 

Computer Network Exploitation  3 

Computer Network Defense 5 

 

Table 4 Breakdown by Organizational Area 

Organizational Area Delphi Participants 

Department of Defense (DoD)  6 

Private Sector  4 

 

 

Table 5 Breakdown by Functional Area 

Functional Area Delphi Participants 

Defense Industrial Base (DIB) -

Contractors 

3 

Unit Commander Perspective – 

(1 current and 1 former) 

Acquisition and Network Warfare 

2 

Combatant Command 1 

Acquisition 1 

Academic 1 

Security Threat Consultant 1 

Cyber Crime Specialist 1 
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3.5  Phase II: Model Evaluation and Validation 

 

In this phase, the questionnaire developed in phase I is presented to the Delphi 

panel for their use in evaluating the model developed in phase I.  A study primer was sent 

to each participant explaining: Delphi Studies, the research issue, the research purpose, 

maturity models, capability maturity models, the CERT-RMM model and the proposed 

Cybersecurity Maturity Model.   

3.5.1 Round One 

Prior to round one, the questionnaire was pilot tested with one classmate within 

the AFIT Cyber Warfare program.  The questionnaire was reviewed and a few minor 

clarifying changes were made based on feedback from the pilot study. 

To begin Round one, a Delphi Panel primer (Attachment A), the proposed 

Cybersecurity Maturity Model (Attachment B), and the questionnaire (Attachment C) 

was sent out to each participant via e-mail.  The primer and questionnaire consisted of 

textual information, as an MS Word 2007 document and the proposed Cyberspace 

Maturity Model) consisted of a MS Excel 2007 spreadsheet.  Participants were asked to 

first read the primer, second refer to the proposed Cybersecurity Maturity Model and 

third complete the questionnaire.  The questionnaire consisted of 11 open-ended 

questions.  The participants were asked to record and save their responses electronically, 

and then send the completed questionnaire back to me via e-mail.  Ten questionnaires 

were sent out and nine were received back for a 90% completion rate.  The initial round 

took just over three weeks (24 days), after which the results were collated and organized 
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for further group consideration in the second round.  The analysis of round one results is 

described in Chapter IV. 

3.5.2 Round Two 

In the second round, the questionnaire was modified to include the individual 

participant responses from round one.   The questions for round two remained relatively 

unchanged from round one, although some questions included additional clarifying 

information.  The questions were now worded as: do you agree with, please rank the 

following, and/or please mark agree or disagree with the following.  By asking the same 

questions from round one, plus providing additional information and grouping the 

participant’s responses within each question, the panel had the opportunity to view and 

evaluate each participant’s responses and potentially reach a consensus.   

The responses from the open-ended questions in the round one questionnaire that 

recommended changes to the proposed Cybersecurity model were analyzed and the 

recommendation were incorporated into a modified Cybersecurity model for evaluation 

in round two.   

The round two instructions (Attachment D), the modified Cybersecurity Maturity 

Model (Attachment E), and the round two questionnaire (Attachment F) was sent out to 

each participant via e-mail.  The questionnaire consisted of 9 questions, as a result of two 

questions being combined (question 7 and 8) and one question (question 11) being 

eliminated, as it was not applicable for round two.  Ten questionnaires were sent out and 

nine were received back for a 90% completion rate.  Round two took a little more than 
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two weeks (18 days), after which the results were collated and organized for further 

analysis by the researcher.  The analysis of round two results is described in Chapter IV. 

3.6 Phase III: Analysis of Delphi Study Results, Model Modification and 

Recommendations for Future Research 

 

In phase three, the survey results of the Delphi group are analyzed and any 

modification suggested by individual committee members are either incorporated into the 

final framework or are identified for further research.  Recommendations are made based 

on the analysis of the questionnaire results and the model is revised to reflect the 

conclusion of the analysis performed in Chapter IV.  Future research topics are identified 

in Chapter V. 
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IV. Results and Analysis 

 

4.1 Overview 

 Analysis from two rounds of the Delphi panel have been summarized and presented 

in the summary of results.  The summary describes a review of how the Delphi was 

executed and also discusses the questions relating to cybersecurity within the DIB from 

the questionnaires.  The section on evaluating the model explains those questions 

pertaining to a proposed Cybersecurity Maturity Model.  Finally, the research results 

section reiterates the research questions and provides the panels assessments, concerns 

and recommendations.  

4.2 Summary of Results 

 The Delphi committee initially consisted of 10 members; however one member was 

unable to respond during round one.  As a response was not received from the same 

member during round two, the researcher considered the panelist dropped which 

subsequently left the committee with a total of 9 members.  The round one questionnaire 

consisted of 11 open-ended questions relating to overall cybersecurity within the 

participants organization and questions relating to valuating the proposed Cybersecurity 

model for use within the DIB.  Of the 9 members, all (100%) responded to questionnaire 

in round one.  The panelists’ comments were analyzed and incorporated into the round 

two questionnaire.   

The second round of the Delphi process consisted of 9 questions, as a result of two 

questions being combined (question 7 and 8) and one question (question 11) being 
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eliminated, as it was not applicable for round two. Of the 9 members, all (100%) 

responded to questions in round one.   

The Delphi panel responses were analyzed to determine: 1) if a consensus was 

reached, 2) if panelists’ opinions did not vary from round to round and 3) potential areas 

for further research.  For this study, the questionnaire was broken-down into 3 sections 

although not explicit to the panel.  Section one contained 4 questions regarding overall 

cybersecurity relating to the DIB, section two contained 1 question pertaining to a 

generalized maturity model for cyberspace and section three contained 5 questions to 

analyze the proposed Cybersecurity Maturity Model as well as determine its applicability 

in aiding the DIB in securing their sensitive information.   

A Consensus (total agreement) was reached on 6 of the 8 measureable questions, 

recall that one question (question  1) was not intended to be measureable.  The panel 

opinions did not vary between round one and round two, therefore opinion stability was 

reached on the remaining 2 of 8 questions.  The analysis follows: 

Question 1:  The first question presented to the panel was to describe your experience  

with Cybersecurity and Information Security, this question was asked to gain the  

experience level within the panel.  In addition to the panel representation depicted in  

tables 1, 2 and 3, the following panel statistics were reported: 

 

 Each panel participant has a minimum of 10 years experience in Information 

Security and/or Cyber 

 

 3 panel members hold PhD’s in a Cyber discipline 

 

 All 10 panel members are currently working in the Cyber realm and are 

therefore maintain currency in this highly volatile environment  
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Consensus 

Question 2:  What do you think the top problems your organization faces in providing  

Cybersecurity?   

 

 Round One- Respondents reported from their individual organizations 

perspective.  The researcher aggregated the results and provided the reported 

problems back to the group in round two.  The problems reported were: 

 

o 4 members specifically mentioned training of personnel or lack of real 

cyber expertise 

 

o 4 members specifically mentioned Management/Management 

support/Bureaucracy of Corporation/How Organized 

o 3 members specifically identified: limited resources/current budget 

level/budgetary priority 

o Other identified problem areas: 

 Involving security from project birth 

 Getting programmers to understand security, vulnerabilities, and 

exploitations 

 Penetration testing with techniques of hackers 

 Sharing of incident information; openly 

 Testing stability and security of unique software development 

efforts 

 Finding security incidents even while monitoring 

 Maintaining fully patches systems; patches constantly coming out 

 

 Round Two-  Respondents were asked if they were largely in agreement with 

the problems identified above? 

All respondents reported, yes they are in agreement with the identified problems, thus 

the group reached consensus on question two.  

Question 4:  There are frequent reports of cyber intrusions (penetrations into a  

network) which has resulted in the loss of sensitive information and intellectual  

property.  When this happens to the DoD and/or a DIB member, what effects could it  

have on your organization?   

 

 Round One- Respondents reported from their individual organizations 
perspective.  The researcher analyzed the results and provided the reported 

responses back to the group in round two.  The effects reported were: 
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o Significant financial and liability impact  

o Large impact on national security via the long term “bleeding” 

o Decision makers have near zero visibility into after effects/ongoing 

risks that intrusions present to mission capabilities 

o When media reports intrusions, attackers change tactics which makes 

future detection more difficult 

o Compromising U.S. weapon system during development 

o Grave effects-DIB partners may contain system vulnerabilities that 

could aide the enemy 

o Affects people through loss of PII (personal identifiable information) 

o Affects DoD’s image to U.S. citizens 

 

 Round Two- Respondents were asked to “Please rank the top 3 effects the 

loss of sensitive information and intellectual property could have taking the 

entire DIB (both DoD and DIB contractors) into context.”  

 

The researcher calculated the overall respondent’s rankings.  This was done by 

listing the individuals ranking by each affect, then adding the respective individual 

rankings, per effect.  The 3 affects with the lowest overall score was determined to be the 

top 3 effects as listed below.   

1) Compromising U.S. weapon system during development 

2) Large impact on national security via the long term “bleeding” 

3) Grave effects-DIB partners may contain system vulnerabilities that 

could aid the enemy 

 

Question 5:  Please explain, why or why not, implementing a Cybersecurity maturity  

model could help the DIB better focus their efforts in defending their Cyberspace. 

 

 Round One- All respondents reported positively and listed the below reasons 

of why implementing a Cybersecurity maturity model could help:  

 

o Provides a framework for prioritizing actions, improvements, 

comparison benchmarks and goals 

o Provides a common framework for communication exchange and 

requirements 

o Educate management on the importance of securing the network 
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o Provides a way for government contract managers to choose the more 

secure companies (on paper) 

o Improve the security posture and help understand the network 

“hygiene” of organizations which work together 

o Could give them a plan to improve their security posture 

o Identifies similar goals organizations could work towards 

 

 Round Two- The panel was asked “Given that the panel stated implementing a 

Cybersecurity maturity model could help the DIB focus their efforts, are you in favor 

of describing why it would help as:”   

  

A Cybersecurity maturity model could help the DIB better focus their efforts in  

defending their Cyberspace by providing:   

 

o A common starting point 

o A framework for prioritizing actions 

o A way to define what improvement means to an organization 

o And it can be used as a benchmark for comparison 

All respondents replied that yes, the above statement describes why a Cybersecurity 

maturity model would help the DIB better focus their efforts in Cyberspace. 

4.3 Evaluating the Model 

This section is dedicated to those questions asked specifically around the proposed 

Cybersecurity maturity model and the DIB’s potential utilization.  One question reached 

a consensus while four questions did not reach consensus but opinion stability was 

reached, as the respondent’s views did not change from the previous round. 

Consensus 

Question 7:  Describe how successful the proposed Cybersecurity Maturity Model  

captures the vital processes that should be evaluated in determining an organizations  

Cyberspace security. 

 

Question 8:  List and describe any processes you would include or delete from the  

proposed Cyberspace Maturity Model? 
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These questions were asked separately during round one however, some respondents 

blended their answers during round one.  During round two, question 7 was incorporated 

into question 8.   Therefore, a combined analysis is provided below: 

 Round One - The respondents generally responded favorably that the 

proposed Cybersecurity Maturity Model (appendix B) captured the vital 

processes and further did not identify any areas that should be deleted. 

However, the panel offered the following additions: 

 

o The panel suggested including the following additions, however these are 

currently embedded in the identified processes: 

 

Forensics Incident Management And Control (IMC) 

Audits Incident Management And Control (IMC) 

Tools and Technology Technology Management (TM) 

 

o The panel suggested including the following additions, these processes 

where added and are highlighted in the model: 

Penetration TestingResilient Technical Solution Engineering (RTSE)  

 

Human Factors (abilities of people-skill sets, training, job knowledge,  

experience, etc) Organizational Training And Awareness (OTA) 

 

Expand the monitoring section  Added detecting of signatures 

 

Expand incident management & control  Added forensics and share  

incident information 

 

Round Two- The panel was asked to “Please refer to the updated Cyberspace  

Maturity Model and review the highlighted areas. Do you feel the proposed  

Cyberspace Maturity Model captures the vital processes that should be evaluated in  

determining an organizations Cyberspace security? 

 

The researcher incorporated the panel’s recommendations into the proposed model 

and included it for the round two evaluation (appendix E).  All respondents replied yes, 
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the updated proposed model captures the vital processes that should be evaluated in 

determining an organizations Cyberspace security. 

Consensus through Majority 

The following questions were asked in an open-ended format during round one, then 

the researcher presented the results from round one in a matrix and asked the panel to 

agree or disagree with the respondent’s round one answers.  The panel results below are 

presented by majority, more than half the panel identified concurrence with the statement.  

Therefore, the results are presented after analysis from round one and two. 

Question 6:  I’ve introduced the CERT-Resilience Management Model as a way to  

access Cyberspace security… 

 

 What are its strengths?   

o Operational Resilience 

o Incremental Process Improvement 

o Intended Results 

o Common Framework for Evaluating Processes 

o Coverage of General Principles for Establishing Security Processes 

o Common Framework to help improve Security Capability 

o Model builds on Established Models that may be familiar to Org’s  

o Seven Processes and Associated SP’s thoroughly cover main ideas in the 

Cyber Security Space 

 

 What are its weaknesses?   

o Lack of details 

o Hard to Address Deployment Effectiveness in a Real Environment 

o Does not address Abilities of People (skill, training, experience) 

o Model too focused, include: Education, Training and Technology 

Question 9:  What recommendation would you make to make this model more  

useful? 

 

 The panel identified numerous recommendations that could make the 

introduced model more useful during round one.  During round two the panel 
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was asked “please review them and mark your concurrence in the appropriate 

column.” 

 

o Identify more specific controls for auditing capabilities 

o Combine asset management and technology management 

o Introduce Associated Scoring- would allow other org’s to understand 

where accessed org’s- scoring as is limited to ‘does’ or ‘does not”  

o Reorganize sections to follow a standard  or development lifecycle 

o Include context relating to cost with implementation and maintenance 

of maturity level (Beneficial to both large and small org’s) 

The above strengths, weaknesses and recommendations were taken into consideration 

along with the responses to questions 7 and 8, when updating the proposed Cybersecurity 

Maturity Model for the panels’ evaluation in round two.  Those not incorporated will be 

reviewed for potential future research in chapter V. 

Opinion Stability 

  The last two questions specifically address securing the DIB’s Cyberspace and 

whether the proposed Cybersecurity Maturity Model is useful in achieving that goal.  

Responses to both questions barely deviated, if at all, between rounds, therefore the 

opinions of the panel reached a stability point. 

Question 3:  Do you see any problems with requiring all (smaller-larger) members of  

the DIB to secure their respective Cyberspace (networks computer systems and  

infrastructure) under their control? 

 

 Round One- The respondents reported: 

o 4 members responded no. 

o 5 members responded yes.  Of the yes’s: 

 3 expressed concerns over resources of smaller companies 

 1 stated enforcement could be an issue  

 1 stated there is no way to be 100% secure, especially against a 

motivated attacker 
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 Round Two- The researcher provided additional information (below) for 

round two, then re-asked the same question: 

 

o If a Cyberspace maturity model was approved and implemented; 

future request for proposals (RFP) could include a provision such as: 

demonstration of having achieved a capability level 2 within the 

Cyberspace maturity model is required or even highly desired.  (Much 

like was used with software acquisition).  This could incentivize all 

DIB members; although this would drive contract prices up it may be 

worthwhile. 

 

o Since the Cyberspace maturity model is based on the CERT-RMM 

there is an established formalized appraisal process with appraisers 

already trained and in place.  The presented Cyberspace maturity 

model is a more focused model but the appraisers and appraisal 

process are unchanged. 

The results did not change from round one; although the clarifying remarks helped 

the panel better understand the intent of the Cybersecurity model.  The panel reported: 4 

members responded no (in favor of requiring all DIB members to secure their 

Cyberspace), 5 members responded yes (not in favor of requiring all DIB members to 

secure their Cyberspace).  The panel feels that securing Cyberspace is important however 

most felt that requiring each DIB member to secure their respective Cyberspace under 

their control could hurt the smaller DIB members.  For instance, smaller companies may 

not have the resources to obtain a prescribed level which may preclude competition. 

Lastly, some felt the requirement is not measurable, achievable or enforceable. 

Question 10:  Are in favor of having this Cybersecurity Maturity Model in place to  

appraise DIB members in measuring their Cyberspace security? 

 

 Round One- The respondents reported: 

o 6 members responded yes. 

o 3 members responded no.  The concerns/reservations raised were: 
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 Model could become compliance based as opposed to 

addressing real issues surrounding cyber security 

 This CMM could end up being a audit or checkbox used to win 

contracts 

 Scoring does not provide enough granularity 

 

 Round Two- The researcher provided additional information (below) for 

round two, then re-asked the same question: 

 

o The proposed Cyberspace Maturity Model is based on the CERT-

RMM which focuses on the processes of an organization and 

ultimately their operational resilience in those processes.  It is a shift 

from the a Capability Maturity Model (CMM) as in the Cyberspace 

Maturity Model organizations are assessed by reaching a capability 

level and within each level how they are improving; thus no maturity 

is ever achieved. 

 

o Scoring detail was purposely omitted to focus on which processes to 

include within the model.  However, to reach a particular capability 

level, an organization must satisfy all of the appropriate goals 

(Specific Goals and Specific Processes) of the process areas.  An 

organization would receive the lowest level rating of which they 

satisfied all goals.  There is currently no staged representation scoring 

in the CERT-RMM, but it can be viewed as those organizations that 

reach a higher capability levels in each process area are exhibiting a 

higher degree of (maturity). 

The clarifying remarks helped the panel better understand their concerns and 

reservations from round one. The panel reported: 7 members responded yes (in favor of 

having the proposed Cybersecurity Maturity Model in place to appraise the DIB), 2 

members responded no (not in favor of having the proposed Cybersecurity Maturity 

Model in place to appraise the DIB).  Overall, the panel believes the proposed model 

would be beneficial.   
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4.4 Research Results 

The Delphi panel was asked to answer questions: to help frame the problem of 

securing sensitive information (question 2, 3 and 4), to facilitate explaining why or why 

not a Cybersecurity Maturity model could help the DIB (question 5), and to help analyze 

develop and determine if the proposed Cybersecurity Maturity Model be used to appraise 

the DIB’s Cyberspace security (question 6, 7, 8, 9 and 10). 

The panel identified the top 3 affects the loss of sensitive information and intellectual 

property could have on the entire DIB as:  

1) Compromising U.S. weapon system during development 

2) Large impact on national security via the long term “bleeding” 

3) Grave effects-DIB partners may contain system vulnerabilities that could aid the 

enemy 

In order to address these and other affects of losing sensitive information, the researcher 

suggested utilizing a maturity model and solicited feedback from the Delphi panel.  The 

panel unanimously agreed that a Cybersecurity maturity model could help the DIB better 

focus their efforts in defending their Cyberspace.  Further, the panel came to a consensus 

on the proposed Cybersecurity Maturity Model (appendix E).  The panel felt that the 

model captured all the vital processes that should be evaluated in determining an 

organizations Cyberspace security. 

Therefore, the core research question of “Can a Cybersecurity Maturity Model be 

utilized to assess the level of security the DIB provides to sensitive unclassified DoD 

information?” is answered by the panel as yes.  However, it is in the implementation of a 

Cybersecurity model that the views of the panel differ.  The panel focused on two areas 
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of implementation: 1) Requiring all members of the DIB to secure their respective 

Cyberspace under their control and 2) Having the proposed Cybersecurity Maturity 

Model in place to appraise DIB members in measuring their Cyberspace security.   

 

Requiring all members of the DIB to secure their Cyberspace 

 

The majority (5 out of 9) panelists expressed concerns over the word requiring.   The 

panelists felt that by requiring a certain level it may preclude many smaller companies 

from competing for government contracts.  The smaller companies with less cash 

reserves and resources might have problems getting approved at a certain level.  In the 

short term this may force smaller companies out of the DIB.   One panelist points out that 

requiring the DIB to secure their cyberspace is not measureable, achievable or 

enforceable.   Lastly, one panelist points out that it is not possible to be 100% secure, 

especially if an attacker is motivated.  If this becomes a requirement it will increase the 

cost of contract prices. 

The researcher feels one panelist summed it up best; “the proposed CMM method 

demonstrating cyber security capabilities is the correct way to go.”  It should not mandate 

that anyone needs to meet a certain criteria.  Instead, it sets forth requirements for each 

level and then it is up to each organization to decide which level they would like to 

achieve.”  As a result, the researcher concurs with the panel and recommends that the 

proposed Cybersecurity Maturity Model be a guiding principle versus a mandate that is 

required.  However, as it is a maturity model it does provide 1) a common starting point, 

2) a framework for prioritizing actions, 3) a way to define what improvement means to an 

organization and 4) it can be used as a benchmark for comparison between DIB 
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members.  Consequently, it will incentivize those DIB members who have not taken all 

measures available and necessary to secure their sensitive information. 

 

Proposed Cybersecurity Maturity Model appraise DIB members  

 

Although the majority (6 out of 9) panelists were in favor of having the proposed 

Cyberspace Maturity Model in place to appraise DIB members in measuring their  

Cyberspace security there were some concerns raised.  Three panelists identified that the 

model may just become compliance based rather than addressing the heart of cyber 

security.  One panelist went further by describing; “companies will just buy a widget or 

hire a subcontractor in order to meet this type of requirement and win contracts. This puts 

the smaller companies at a disadvantage since they may not have the money to buy the 

widget/people in order to meet the CMM requirements.”  The researcher acknowledges 

the concern which will be addressed in chapter V, areas for future research. 
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V. Discussion & Recommendations 

 

“Intellectual property has the shelf life of a banana.” Bill Gates 

5.1  Conclusion 

For sometime, it has been quite clear that our adversaries have been attacking 

America’s networks to include the Department of Defense’s, to obtain any and all 

sensitive information they could obtain.  There has been ample evidence, not just proof of 

the information leaving our networks but most importantly; some of our adversaries have 

used that sensitive information to mimic America’s cutting edge technology.  For 

example, China’s J-20 looks remarkably similar to the U.S.’s F-22.  There are many other 

examples to include ships, attempted patent filings etc.  The entire DIB is now a target, as 

the adversary looks for the path of least resistance, i.e. least patched/secure network.  The 

purpose of this research was to help the entire DIB secure their sensitive information, 

possibly with a Cybersecurity Maturity Model. 

This research supported, via a Delphi panel, that a Cybersecurity Maturity Model can 

be developed successfully to better focus the DIB’s efforts and demonstrate an 

organizations cyber security capability.  Further, the model would: 1) establish a common 

starting point across the DIB, 2) allow an organization to prioritizing their actions in 

securing their cyberspace, 3) defines what improvement means to an organization and 4) 

could be used as a benchmark for comparison.   
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5.2  Recommendations for Future Research 

While a Cybersecurity Maturity Model was developed, there are areas that require 

additional research.  One area is how best to implement a Cybersecurity Maturity Model.  

Even though the Delphi panel liked the proposed model they did not agree with requiring 

it to be used by all DIB members.  More research is needed into how to implement such a 

model without it eventually becoming compliance based, i.e. a checkbox to win contracts 

versus a continuum of improving cybersecurity.   

Another area where future research is needed pertaining to how best to score the 

capability levels of organizations; although the proposed model was based on the CERT-

Resilience Management Model (RMM), the researcher did not focus on scoring, appraisal 

method and frequencies.  The CERT-RMM is in use by hundred’s of organizations but 

more research is needed to determine if the scoring and appraisal methods would be 

applicable to a Cybersecurity Maturity Model.   

As these areas of future study are researched, the proposed Cybersecurity Maturity 

Model should then be tested in a trial with DIB members of various sizes; large, medium 

and small.  This trial could yield additional results that may ease those concerns and 

reservations of this Delphi panel. 

5.3  Closing Thought 

Cybersecurity has become very important both to National Security and security of 

organizations at all levels.  In fact, at the time of this research, the U.S. Congress is 

discussing and debating how best to share information between the government and 

technology companies, in the interest of warding off cyberthreats.   The bill entitled 
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Cyber Intelligence Sharing and Protection Act, or CISPA passed the House of 

Representatives on 26 April 2012.  The U.S. House of Representatives Intelligence 

Committee’s website displays a backgrounder on the bill which stated “Today, the United 

States government protects itself against cyber espionage by using both classified and 

unclassified cyber threat information.  However, the vast majority of the private sector 

doesn’t get the benefit of the classified threat intelligence that the government already has 

in its possession.   If the government were able to share its classified threat information, 

the private sector would be able to better defend itself against nation-state actors in 

cyberspace.  An important experiment recently conducted by the Defense Department 

proves that this can work.  The Defense Industrial Base Pilot program provided classified 

cyber threat intelligence to communications service providers who used it protect defense 

contractors.  The pilot showed that sharing intelligence can enhance private cybersecurity 

without any government monitoring.”    

The debate of how to best deal with cyber security may continue at all organizations 

levels but there is no longer a debate over why cyber security is needed.  The researcher 

believes this report is another small step forward in securing cyberspace. 

 

   

http://abcnews.go.com/Politics/OTUS/cispa-cybersecurity-bill-veto-threat-obama/story?id=16214940#.T5sjD8jh98E
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Appendix A - Delphi Group Primer 

 
What does being a part of a Delphi Study mean? 

 

You are part of a group of experts that provide their opinions and insight on a research topic.  The 

ideas generated are then analyzed and condensed to determine a level of consensus.  The Delphi 

Technique is performed in a series of rounds.  This iterative process of rounds and analysis 

continues until a consensus or stabilization point has been reached.  For purposes of the 

technique, the individuals in the group may know who is participating but will not know who 

made which comments – anonymity has been shown to increase creativity and idea generation. 

 

What is the Research Issue? 

It is well documented that the U.S. Government, its Departments and Agencies as well as private 

industry has come under Cyber attack in the past several years.  In the October 2011,  Report to 

Congress on Foreign Economic Collection and Industrial Espionage, 2009-2011,  it is was 

reported “that the U.S. intelligence community has improved its collaboration to better address 

cyber espionage in the military and national-security areas”  however it went on to say 

“Corporate America must do its part, too.  If we are to ever understand the extent of cyber 

espionage, companies must be more open and aggressive about identifying, acknowledging and 

reporting incidents of cyber theft.”  Essentially, as the federal agencies have hardened their 

networks, our adversaries look for alternate paths with vulnerabilities; which greatly increases the 

odds of success.  Our adversaries are aggressively attacking the Defense Industrial Base (DIB) to 

gain sensitive information.  

 

The Verizon Risk Team said, “The general rule of thumb remains: Some organizations will be a 

target regardless of what they do, but most become a target because of what they do (or don’t 

do)”, in the 2011 Data Breach Investigations Report.  

 

Therefore the core research issue is: How secure is the DIB?  

What is the Research Purpose? 

 

In an effort to further the DIB’s cybersecurity, it may be appropriate to implement a capability 

model or similar framework for Cyberspace Security based on a number of variables.  This could 

allow future contracts between the DoD and a DIB contractor to prescribe a desired level within 

the framework to ensure a desired level of protection for sensitive information is implemented 

and maintained. 

 

What is a Maturity Model? 

 

A maturity model is a set of structured levels that describe how well the behaviors, practices and 

processes of an organization can reliably and sustainably produce required outcomes.  A maturity 

model can provide: 

 

 A common starting point 

 A framework for prioritizing actions 
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 A way to define what improvement means to an organization 

 And it can be used as a benchmark for comparison 

 

What is a Capability Maturity Model (CMM) [registered service mark of Carnegie Mellon 

University]? 

 

A CMM is a more complex instrument than a base maturity model, with several distinguishing 

features.  

 Maturity Levels: a 5-level process maturity continuum, from level 1 Initial to level 5 

Optimizing 

 Key Process Areas (KPA): identifies a cluster of related activities that achieve a set of 

goals considered important 

 Goals: the goals of a key process area summarize the states that must exist for that key 

process area to have been implemented in an effective and lasting way 

 Common Features: include practices that implement and institutionalize a key process 

area 

 Key Practices: describe the elements of infrastructure and practice that contribute to the 

implementation and institutionalization of the KPAs 

What is the CERT-Resilience Management Model (RMM) and how does if differ from a 

CMM? 

 

The CERT-RMM was developed by Carnegie Mellon University and is a capability model that: 

 Focuses on the operational resilience from a process perspective 

 Allows the ability to incrementally improve processes in individual process areas   

 Each process area can be defined by a capability level (like in a CMM) but differs from a 

CMM because there are no maturity levels 

 The ultimate goal in a CERT-RMM is to ensure that operational resilience processes 

produce intended results and as processes are improved , so are the results and the 

benefits to the organization.  

 Although CERT-RMM does not currently contain any maturity levels CMU is 

conducting addition research to see if this is needed in the CERT-RMM. 

 

What Framework is this Research Purposing? 

 

This model is meant to help the DIB identify weak areas and where improvements are needed 

specifically in improving their cyberspace security.  There have been many information security 

maturity models published over the years, some have included aspects of cyberspace security and 

others have not.   Cyberspace security can be argued to be a subset of overall information security 

but they are not interchangeable.  An organization can be “secure” in information security but not 

“secure” in cyberspace and vice versa.    

 

The challenge with cyberspace security is the speed of technology.  Some futurists have moved 

beyond Moore’s law and are predicting a period where progress in technology occurs almost 

instantly; so the implementation of a traditional capability maturity model (CMM) may be 

outdated.  Due to the pace of technology introduction and implementation, as soon as an 
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organization obtains a desired maturity level, they could be obsolete tomorrow and subsequently 

are no longer “mature”.   An organization must define its processes and put in place resiliency to 

ensure those processes continue when malicious incidents occur.  Therefore, I am proposing 

implementing the resilience management model (CERT-RMM). 

 

Please refer to the attached capability model when responding to the questions: 

 

The Cyberspace RMM for the DIB can be found at the attached Excel spreadsheet: 

* Roll mouse over each cell to view additional clarifying comments (red-triangle) 

 

 Tab 1 (Overall Cap Rating with Tip)- Shows 7 process areas at a high level 

o The model has 4 capability levels (0- Incomplete, 1-Performed, 2-Managed, 

3-Defined).  

 

 Tab 2 (Specific Goals by Process) – Shows the 7 process areas and all the specific 

goals defined for each process. 

 

 

Round One Questionnaire for Delphi Group 
 

SURVEY INSTRUCTIONS 

 

1. Please read the following instructions before filling out this questionnaire.  This questionnaire 

consists of open-ended questions. 

 

2. Each of the open-ended questions has space provided for your reply.  If there is insufficient 

room, continue to type and I will take care of any formatting problems when I receive the 

forms. 

 

3. Specific responses of each respondent will be treated anonymously.   

 

4. Please fill out “Participant Information” section below.  No identify information will be in the 

final product, this information will be aggregated together to represent the respondents.  For 

example, 5 members from the DIB, 1 member from academia, 3 members from DoD, etc. 

participated in a Delphi Study. 

 

5. Please save the completed questionnaire as an MS Word document and e-mail it back to me 

at justin.swartzmiller@afit.af.mil  

 

Participant Name __________________________________________________ 

Participant Organization/Office Symbol________________________________ 

mailto:justin.swartzmiller@afit.af.mil
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Appendix B – Proposed Cybersecurity Model Round One 

Overall Model 
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Appendix C – Delphi Questionnaire Round One 

                   

1.  In a sentence or two please, describe your experience with Cybersecurity and Information Security. 

2.  What do you think are the top problems your organization faces in providing Cybersecurity? 

3.  Do you see any problems with requiring all (smaller-larger) members of the DIB to secure their respective Cyberspace 

(networks computer systems and infrastructure) under their control? 

4.   There are frequent reports of cyber intrusions (penetrations into a network) which has resulted in the loss of sensitive  

 information and intellectual property.  When this happens to the DoD and/or a DIB member, what effects could it have  

 on your organization? 

 

5.  Please explain, why or why not, implementing a Cyberspace maturity model could help the DIB better focus their  

     efforts in defending their Cyberspace. 

6.  I’ve introduced the CERT-Resilience Management Model as a way to access Cyberspace security, was it clear with 

     its intent? 

 

    What are its strengths? 

 

    What are its weaknesses? 

7.  Describe how successful the proposed Cyberspace Maturity Model captures the vital processes that should be  

     evaluated in determining an organizations Cyberspace security. 
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8.  List and describe any processes you would include or delete from the proposed Cyberspace Maturity Model? 

 

9.  What recommendation would you make to make this model more useful? 

 

 

10.  Are in favor of having this Cyberspace Maturity Model in place to appraise DIB members in measuring their  

       Cyberspace security? 

 

Please list your supporting reasons. 

 

11.  Please provide any additional comments that you believe will be helpful to this study. 

 

 

Thank you for your valuable time. 
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Appendix D - Delphi Group Instructions Round Two 

 
What is the purpose of round two? 

The Delphi Technique is performed in a series of rounds.  This iterative process of rounds and 

analysis continues until a consensus or stabilization point has been reached.   

 

How does the panel reach consensus? 

This questionnaire contains both the panel’s answers from round one and follow-up questions that 

will help the panel reach a consensus.  The question makeup is as follows: 

 

 Original question (round one) 

  Analyzed answer from the panel 

 Follow-up question for round two 

 

What changes were made to the Cyberspace Maturity Model? 

Per the panels recommendations a review was done to ensure that the proposed Cyberspace 

Maturity Model includes some of the well recognized codes of practice such as:  Information 

Technology Infrastructure Library (ITIL), information security standards published by the 

International Organization for Standardization (ISO) and the International Electrotechnical 

Commission (IEC), 27000, Control Objectives for Information and related Technology (COBIT), 

and National Institute for Standards and Technology (NIST). 

Two new processes areas were added to the Cyberspace Maturity Model: Organizational 

Training & Awareness (OTA) and Resilient Technical Solution Engineering (RTSE) plus the 

monitoring and incident management & control processes were expanded. 

 

Please refer to the attached capability model when responding to the questions: 

The updated Cyberspace Maturity Model for the DIB can be found at the attached Excel 

spreadsheet: 

* Roll mouse over each cell to view additional clarifying comments (red-triangle) 

 

 Tab 1 (Overall Cap Rating with Tip)- Shows 9 process areas at a high level 

o The model has 4 capability levels (0- Incomplete, 1-Performed, 2-Managed, 

3-Defined).  

 

 Tab 2 (Specific Goals by Process) – Shows the 9 process areas and all the specific 

goals defined for each process. 

 Updates (additions) are highlighted 

 

 

SURVEY INSTRUCTIONS 

 

Each of the open-ended questions has space provided for your reply.  If there is insufficient room, 

continue to type and I will take care of any formatting problems when I receive the forms. 

 

Specific responses of each respondent will be treated anonymously.   

 

Please save the completed questionnaire as an MS Word document and return it to me by 

 23 April 2012 at justin.swartzmiller@afit.af.mil 

mailto:justin.swartzmiller@afit.af.mil
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Appendix E - Modified Cybersecurity Model Round Two 
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Appendix F - Delphi Questionnaire Round Two 
 

1.  In a sentence or two please, describe your experience with Cybersecurity and Information Security. 

Our Panel Statistics: 

 Panel Makeup:  3 DIB contractors, 2 sitting Unit Commanders, 1 COCOM, 1 Acquisition, 1 Academic, 1 

Security Threat Consultant, and 1 Cyber Crime Specialist (10 Members) 

 9 out of 10 members were able to respond in round one 

 Each member has a minimum of 10 years experience in Information Security/Cyber Field 

 3 members hold PhD’s in a Cyber discipline 

 All members are currently working in the Cyber realm, thus are maintaining currency 
 Please comment if the anonymous categories in Panel Makeup do not accurately represent you:  _________________  

2.  What do you think are the top problems your organization faces in providing Cybersecurity? 

The group responses were focused on their respective organizations as requested however some problems were  

identified by more than one member. 

 4 members specifically mentioned training of personnel or lack of real cyber expertise 

 4 members specifically mentioned Management/Management support/Bureaucracy of Corporation/How 
Organized 

 3 members specifically identified: limited resources/current budget level/budgetary priority 

 Other identified problem areas: 
o Involving security from project birth 

o Getting programmers to understand security, vulnerabilities, and exploitations 

o Penetration testing with techniques of hackers 

o Sharing of incident information; openly 

o Testing stability and security of unique software development efforts 

o Finding security incidents even while monitoring 

o Maintaining fully patches systems; patches continuously coming out 
 

 Given the overview of top problems within your respective organizations, are you largely in agreement with the 
problems identified above?   Do you have any additional comments? 
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3.  Do you see any problems with requiring all (smaller-larger) members of the DIB to secure their respective Cyberspace 
(networks computer systems and infrastructure) under their control? 

  

 4 members responded no. 

 5 members responded yes.  Of the yes’s: 
o 3 expressed concerns over resources of smaller companies 

o 1 stated enforcement could be an issue  

o 1 stated there is no way to be 100% secure, especially against a motivated attacker 
 

Additional Information for the round two question; 

o If a Cyberspace maturity model was approved and implemented; future request for proposals (RFP) could 

include a provision such as: demonstration of having achieved a capability level 2 within the Cyberspace 

maturity model is required or even highly desired.  (Much like was used with software acquisition).  This 

could incentivize all DIB members; although this would drive contract prices up it may be worthwhile. 

o Since the Cyberspace maturity model is based on the CERT-RMM there is an established formalized 

appraisal process with appraisers already trained and in place.  The presented Cyberspace maturity model 

is a more focused model but the appraisers and appraisal process are unchanged. 

 

 Please comment further given the additional information; do you see any problems with requiring all members of the 
DIB to secure their respective Cyberspace? 
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4.   There are frequent reports of cyber intrusions (penetrations into a network) which has resulted in the loss of sensitive  
information and intellectual property.  When this happens to the DoD and/or a DIB member, what effects could it    

have on your organization? 

 

The group responses were focused on their respective organizations as requested.  I’ve paraphrased most of the  

responses below: 

 Significant financial and liability impact  

 Large impact on national security via the long term “bleeding” 

 Decision makers have near zero visibility into after effects/ongoing risks that intrusions present to mission 
capabilities 

 When media reports intrusions, attackers change tactics which makes future detection more difficult 

 Compromising U.S. weapon system during development 

 Grave effects-DIB partners may contain system vulnerabilities that could aide the enemy 

 Affects people through loss of PII (personal identifiable information) 

 Affects DoD’s image to U.S. citizens 

 

 Please rank the top 3 affects the loss of sensitive information and intellectual property could have taking the entire 

DIB (both DoD and DIB contractors) into context. 

 
1) 

 

2) 

 

3) 
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5.  Please explain, why or why not, implementing a Cyberspace maturity model could help the DIB better focus their  
     efforts in defending their Cyberspace. 

 

All members responded that implementing a Cyberspace maturity model could help the DIB focus their efforts.  The   

below responses define why a Cyberspace maturity model could help: 

 

 Provides a framework for prioritizing actions, improvements, comparison benchmarks and goals 

 Provides a common framework for communication exchange and requirements 

 Educate management on the importance of securing the network 

 Provides a way for government contract managers to choose the more secure companies (on paper) 

 Improve the security posture and help understand the network “hygiene” of organizations which work 
together 

 Could give them a plan to improve their security posture 

 Identifies similar goals organizations could work towards 

 Given that the panel stated implementing a Cyberspace maturity model could help the DIB focus their efforts,  
      are you in favor of describing why it would help as:    

 

      A Cyberspace maturity model could help the DIB better focus their efforts in defending their Cyberspace by  

      providing:   

  A common starting point 

 A framework for prioritizing actions 

 A way to define what improvement means to an organization 

 And it can be used as a benchmark for comparison 

 

 Yes or no?      

 

 If no, what other statement(s) should be included? 
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6.  I’ve introduced the CERT-Resilience Management Model as a way to access Cyberspace security, was its intent clear?  
 

All members responded yes, the intent was clear. 

 

What are its strengths? 

 

 The below strengths were reported; please review them and mark your concurrence in the appropriate column.  

 

Strength Agree Disagree 

Operational Resilience   

Incremental Process Improvement   

Intended Results   

Common Framework for Evaluating Processes   

Coverage of General Principles for Establishing Security Processes   

Common Framework to help improve Security Capability   

Focuses on where Vulnerabilities exist   

Model builds on Established Models that may be familiar to Org’s    

Seven Processes and Associated SP’s thoroughly cover main ideas in 

the Cyber Security Space 
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What are its weaknesses? 

 The below weaknesses were reported; please review them and mark your concurrence in the appropriate column.  

 

Weakness Agree Disagree 

Lack of details   

No Maturity Levels   

Hard to Address Deployment Effectiveness in a Real Environment   

Does not address Abilities of People (skill, training, experience)   

Model too focused, include: Education, Training and Technology   

Lack of Definition of SPs   

The Rating/Scoring System   
 

7.  Describe how successful the proposed Cyberspace Maturity Model captures the vital processes that should be  

     evaluated in determining an organizations Cyberspace security. 
 

Overall the panel favorably responded that the proposed Cyberspace Maturity Model captures the vital processes.  
 

 The caveats provided by the members are incorporated into question 8. 
 

8.  List and describe any processes you would include or delete from the proposed Cyberspace Maturity Model? 
 

The panel did not identify any areas that should be deleted. 
 

The panel suggested including the following additions, however these are currently embedded in the identified  

processes: 
 

 Forensics Incident Management And Control (IMC) 

 Audits Incident Management And Control (IMC) 

 Tools and Technology Technology Management (TM) 
 

The panel suggested including the following additions, these processes where added and are highlighted in the model: 
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 Penetration TestingResilient Technical Solution Engineering (RTSE)  

 Human Factors (abilities of people-skill sets, training, job knowledge, experience, etc)  

                                Organizational Training And Awareness (OTA) 

 Expand the monitoring section  Added detecting of signatures 

 Expand incident management & control  Added forensics and share incident information 
 

Please refer to the updated Cyberspace Maturity Model and review the highlighted areas.  

 

 Do you feel the proposed Cyberspace Maturity Model captures the vital processes that should be evaluated in 

determining an organizations Cyberspace security? 

 

 If no, please list proposed processes. 

 

9.  What recommendation would you make to make this model more useful? 

 The panel identified numerous recommendations that could make the introduced model more useful; please review 
them and mark your concurrence in the appropriate column.  

 

Recommendations Agree Disagree 

Identify more specific controls for auditing capabilities   

Combine asset management and technology management   

Introduce Associated Scoring- would allow other org’s to understand 

where accessed org’s- scoring as is limited to ‘does’ or ‘does not”  

 

  

Reorganize sections to follow a standard  or development lifecycle   

Include context relating to cost with implementation and maintenance 

of maturity level (Beneficial to both large and small org’s) 
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10.  Are in favor of having this Cyberspace Maturity Model in place to appraise DIB members in measuring their  
 Cyberspace security? 

 

 6 members responded yes. 

 3 members responded no.  The concerns/reservations raised were: 
o Model could become compliance based as opposed to addressing real issues surrounding cyber security 

o This CMM could end up being a audit or checkbox used to win contracts 

o Scoring does not provide enough granularity 

 

Additional Information for the round two question; 

o The proposed Cyberspace Maturity Model is based on the CERT-RMM which focuses on the processes of 

an organization and ultimately their operational resilience in those processes.  It is a shift from the a 

Capability Maturity Model (CMM) as in the Cyberspace Maturity Model organizations are assessed by 

reaching a capability level and within each level how they are improving; thus no maturity is ever 

achieved. 

 

o Scoring detail was purposely omitted to focus on which processes to include within the model.  However, 

to reach a particular capability level, an organization must satisfy all of the appropriate goals (Specific 

Goals and Specific Processes) of the process areas.  An organization would receive the lowest level rating 

of which they satisfied all goals.  There is currently no staged representation scoring in the CERT-RMM, 

but it can be viewed as those organizations that reach a higher capability levels in each process area are 

exhibiting a higher degree of (maturity). 

 

 Please comment further given the additional information; are in favor of having this Cyberspace Maturity Model in 
place to appraise DIB members in measuring their Cyberspace security? 

 

Thank you for your valuable time.  
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